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== Short Introduction ==  

I live in Romania so my English is not that good, but I hope you’ll 
understand my tutorials. I f you don’t I ’m sorry, try reading again. “Becoming 
a Hacker” will be hopefully very interesting for would-be hackers, network 
admins, and hackers that want to improve themselves. I don’t take any 
responsibility for bla bla bla... you know it. Let’s start hacking.                                          
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== The OS ==   

Are you on Linux? I f the answer was “yes” then I might also ask... do 
you really know how to use it? Can you write a bash script? I t doesn’t really 
matter the operating system you’re working with, what’s important is that you 
really know how to use it. I f you’re not that good then improve yourself by 
reading about it. If you’re good, skip this chapter.  

In case you don’t have Linux installed on your machine choose a Linux 
distribution and install it. A Unix-like operating system using the Linux kernel1 

is called a “distro” (Linux distribution). You have lots of distros to choose 
from:  

- Fedora Core (http://fedora.redhat.com/)  
- Mandriva (http://www.mandriva.com/)  
- Debian (http://www.debian.org/)  
- Suse (http://www.opensuse.org/)  
- Slackware (http://www.slackware.com/) 
- Ubuntu (http://www.ubuntulinux.org/) 
- Gentoo (http://www.gentoo.org/) 
- MEPIS (http://www.mepis.org/) etc.   
You can also use other operating systems very similar to Linux like the 

ones derived from BSD2 (FreeBSD, OpenBSD and NetBSD) or like those 
derived from UNIX3 or its successors (Solaris, HP-UX, IBM AIX etc.).  

You can even use Windows if you’re too familiar with it and you can’t 
give up programs like Winamp and Windows Media Player. Windows was your 
choice? Well, then here’s what you’ll have to do: 
1. Install VMware Workstation (www.vmware.com), which is virtualization 
software that will allow you to run other operating systems from Windows. 
2. Install a distro on your VMware machine. 
3. Alt-tab to it whenever you need Linux (most of the time).  

You can also properly install Linux and then set up a boot menu from 
which to choose whatever OS you want to boot (recommended if you’re a 
novice).  

In case you have root access on a remote UNIX box, you may keep 
just windows installed on your system and use putty to connect to that 
server, which you’ll use to develop your hacking skills further.  

I t doesn’t really matter what way you will choose, what’s important is 
that you have Linux if you’re a starter in hacking. Then learn how to operate 
it. All the Linux screenshots you’ll see in this tutorial are made in Ubuntu; I 
have it running on VMware.   

                                                

 

1 The kernel is the fundamental part of the operating system. Every OS is built on a kernel. It’s a piece 
of software responsible for allocating hardware resources to the applications and many other basic stuff 
like that 
2 Berkeley Software Distribution refers to a particular version of the Unix operating system that was 
developed and distributed from the University of California at Berkeley long time ago 
3 An operating system that originated at Bell Labs, 1969. It was a multi-user and multi-tasking 
operating system, with TCP/IP built-in, the first OS to be written in the C programming language. 

http://fedora.redhat.com/
http://www.mandriva.com/
http://www.debian.org/
http://www.opensuse.org/
http://www.slackware.com/
http://www.ubuntulinux.org/
http://www.gentoo.org/
http://www.mepis.org/
http://www.vmware.com
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== Understanding TCP/IP ==   

You can’t be a hacker without knowing at least some basic stuff about 
TCP/IP. I ’m gonna help you understand its basics, but this chapter is no 
substitute for a real book on the subject. I ’d recommend “TCP/IP Tutorial and 
Technical Overview” – By Adolfo Rodriguez, John Gatrell, John Karas and 
Roland Peschke. You can download it from here: 
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=7&page=1

  

TCP/IP stands for Transmission Control Protocol/ Internet Protocol. I t is 
a suite of communication protocols used to interconnect computers/devices 
on a network, used as a standard for the Internet and most of the private 
networks. Like most network protocols, TCP/IP is layered. Each layer builds 
upon a layer below it, adding new functionality. The lowest level protocol is 
concerned purely with the operation of sending and receiving raw data using 
available network hardware. At the top are protocols designed specifically for 
tasks like transferring files and delivering email. In between are levels 
concerned with things like routing and reliability. The main benefit that a 
layered protocol stack offers is that if you create a new network application or 
a new type of hardware, you only need to create a protocol for that 
application/hardware; you don’t need to rewrite the whole stack. TCP/IP is 
modeled in four layers: 
Application Layer: this is provided by the program that uses TCP/IP for 
communication. Examples: FTP, HTTP, SMTP… 
Transport Layer: provides the end-to-end data transfer by delivering data 
from an application to a remote peer. The most used transport layer protocol 
is TCP, this being one of the reasons that lead to the entire protocols suite 
being called TCP/IP. The other transport layer protocol is UDP (User 
Datagram Protocol). TCP provides connection-oriented reliable data delivery, 
duplicate data suppression, congestion control and flow control, unlike UDP, 
which provides connectionless, unreliable but faster service. Applications 
using UDP will have to implement their own end-to-end integrity, flow control 
and congestion control, if it is desired. Usually, UDP is used by applications 
that need a fast transport protocol and can tolerate the loss of some data. For 
example: audio and video streams. 
Network Layer: also called the internet layer or the internetwork layer. The 
best example here is the Internet Protocol (IP) which is the most important 
protocol in this layer, again one of the reasons for calling the entire suite of 
protocols TCP/IP. IP is a connectionless protocol that doesn’t provide 
reliability, flow control, or error recovery. These functions must be provided at 
a higher or a lower lever. IP provides a routing function that attempts to 
deliver transmitted messages to their destination. A message unit in an IP 
network is called an IP datagram. This is the basic unit of information 
transmitted across TCP/IP networks. Other network layer protocols are ICMP, 
IGMP, ARP and RARP. 
Link layer: also called the network interface layer or the data-link layer, is the 
interface to the actual network hardware. This interface may or may not 
provide reliable delivery, and may be packet or stream oriented. In fact, 
TCP/IP does not specify any protocol here, but can use almost any network 

http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=7&page=1
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interface available, which illustrates the flexibility of the IP layer. Examples 
are Ethernet, FDDI1, X.25 etc  

Here’s a list with link layer standards: 
IEEE2 802.2 aka the Logic Link Protocol, used in LANS. 
IEEE 802.5 aka the Token Ring LAN. 
IEEE 802.3 (Ethernet) has largely replaced all the other standards like 

token ring or FDDI. Varieties of Ethernet: 10 Mb/s Ethernet, Fast Ethernet 
(100 Mb/s), Gigabit Ethernet (1000 Mb/s) and 10 Gigabit Ethernet. 

FDDI supports data transmission on a fiber network medium at a rate 
of 100 Mbps. Usually used for joining LANs together. 

X.25 is tipically used in the packet-switched networks (PSN) of 
common carriers, such as the telephone companies.  

IEEE 802.11 are the WLAN standards, for example WiFi licensed by the 
Wi-Fi Alliance. 

IEEE 802.16 are BWA (Broadband Wireless Access) standards,  for 
example WiMAX3. 

IEEE 802.15.1 -> Bluetooth.  
ATM (Asynchronous Transfer Mode) offers high bandwidth (up to 155 

Mbps), controlled-delay, fixed-size packet switching and transmission 
integrating multiple data types (video, voice, data). Uses fixed-size 53 bytes 
packets also known as “cells” (is often referred to as “cell relay”).  

SNA (System Network Architecture) is IBM’s proprietary networking 
architecture.  Sadly this shit is still used extensively by banks and other 
financial transaction networks, as well as many government agencies. 

PPP (Point to Point Protocol) can connect computers using serial cable, 
phone line, trunk line, cellular telephone, specialized radio links or fiber optic 
links. Is used by most of the internet service providers for dial-up access to 
the internet.  

SLIP (Serial Line Internet Protocol) can connect computers over serial 
ports and modem connections. It has largely been replaced by PPP.  

These link layer standards should be more than enough. This is how a 
network frame (synonym for network packet) will usually look: 

 

                                                

 

1 Fiber Distributed Data Interface 
2 Institute of Electrical and Electronics Engineers is a professional organization best known for setting 
transmission system standards. 
3 Worldwide Interoperability for Microwave Access, provides high-throughput broadband connections 
over long distances 
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As you can see each layer adds a few bytes to the datagram. The 

application layer added the data (DATA), the transport layer added a TCP 
header (in this case the transport layer is TCP), the network layer added an IP 
header (in this case the network layer is IP) and finally, the link layer added 
an Ethernet header. I f you want to have a better understanding of TCP/IP, 
install Ethereal. 
http://www.ethereal.com/

 

This is a free network protocol analyzer for UNIX or Windows. I t will 
allow you to capture packets received and sent by your computer in the 
network. You can interactively browse the captured data, viewing summary 
and detailed information about each packet, and that will give you a much 
better understanding of the network data flow. I leave that to you. Instead, I 
will briefly explain how TCP and UDP work.  

UDP requires no connection to be made. I t simply adds to the data a 
header with source port, destination port, length value and checksum. The IP 
(network layer) will add a header with source address, destination address etc 
then the link layer will add its header and the packet will be sent. Hopefully 
the datagram will arrive at its destination. No checking will be made.  

This is how the UDP header (+ Data) looks like:  

  

Source Port: Indicates the port of the sending process. I t is the port to which 
replies should be addressed. 
Destination Port: Specifies the port of the destination process on the remote 
host. 
Length: The Length (in bytes) of this user datagram, including the header. 
Checksum: The checksum of the data + the UDP header + a “pseudo header” 
containing IP Source Address, IP Destination Address, Protocol and UDP 
Length.  

Here are some standard application layers that use UDP:  
- Trivial File Transfer Protocol (TFTP)  
- Domain Name System (DNS)  
- Network File System (NFS)  
- Remote Procedure Call (RPC)  
- Simple Network Management Protocol (SNMP)  
- Lightweight Directory Access Protocol (LDAP) 
TCP does much more than UDP. I t first sets up a connection, and as I 

said before, it provides reliability, flow control and error correction. TCP is 
used by the most application layers. This is how a TCP header will look like:  

http://www.ethereal.com/
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As you can see it’s a lot more complicated than the UDP header. A TCP 
datagram can carry various options. The most important for us are the control 
bits (also called flags). You can see them in the above picture between the 
“Reset” and the “Window” fields. All the flags are given 2 possible values (a 
bit), 0 or 1. I f the value is 1 we’ll say that the is set. These are the possible 
flags: 
URG: urgent 
ACK: acknowledgement 
PSH: push 
RST: reset 
SYN: synchronize 
FIN: finish  

When the application sends a TCP datagram it also expects an 
acknowledgement that it was received. I f this doesn’t come it will send the 
frame again. The acknowledgement will have the ACK flag set and a 
sequence number that will allow the server to determine what frames were 
received.  

In TCP, before any data can be transferred, a connection has to be 
established between the client and the server. This is called a three-way 
handshake and looks likes this:  

Client   SYN ->   Server  
Client   < - SYN ACK   Server  
Client   ACK ->   Server  
First the client will send to the server port (let’s say 80) a simple TCP 

datagram with the SYN flag set. If the server accepts connections on that port 
(in this case HTTP requests) will respond with a frame with both flags SYN 
and ACK set. Then the client will send a frame with the ACK flag set and the 



 

8

 
connection is established. I t may now make requests to the HTTP daemon1 

from that server.  
I f the server didn’t accept TCP connections on that port it’ll respond 

with RST (datagram with the reset flag set).  
Client   SYN ->   Server  
Client   < - RST    Server  
A connection can be terminated with either FIN or RST packets.  
Client   FIN ACK ->   Server  
Client    < - ACK    Server  
Client   < - FIN ACK   Server  
Client   ACK ->   Server 

or  
Client    RST ACK ->   Server   

I hope this chapter helped you. Don’t forget to read more elaborate 
tutorials on TCP/IP.  I’ll get to the non-boring-side of the tutorial now.                                

                                                

 

1 Daemon means a program that runs on a server offering a network service (for example HTTPD) 
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== Becoming a Hacker ==   

I’ll start this chapter with a famous text which every would-be hacker 
should read, and every hacker already read. “The Conscience of a Hacker”, by 
Loyd Blankenship aka The Mentor. It appeared in Phrack magazine and it was 
written on January 8, 1986. Here’s the original:  

==Phrack Inc.==  

                    Volume One, Issue 7, Phile 3 of 10  

=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-= 
The following was written shortly after my arrest...  

                       \/\The Conscience of a Hacker/\/  

                                      by  

                               +++The Mentor+++  

                          Written on January 8, 1986 
=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=-=  

        Another one got caught today, it's all over the papers.  "Teenager 
Arrested in Computer Crime Scandal", "Hacker Arrested after Bank Tampering"... 
        Damn kids.  They're all alike.  

        But did you, in your three-piece psychology and 1950's technobrain, 
ever take a look behind the eyes of the hacker?  Did you ever wonder what 
made him tick, what forces shaped him, what may have molded him? 
        I am a hacker, enter my world... 
        Mine is a world that begins with school... I'm smarter than most of 
the other kids, this crap they teach us bores me... 
        Damn underachiever.  They're all alike.  

        I'm in junior high or high school.  I've listened to teachers explain 
for the fifteenth time how to reduce a fraction.  I understand it.  "No, Ms. 
Smith, I didn't show my work.  I did it in my head..."  
       Damn kid.  Probably copied it.  They're all alike.  

        I made a discovery today.  I found a computer.  Wait a second, this is 
cool.  It does what I want it to.  If it makes a mistake, it's because I 
screwed it up.  Not because it doesn't like me... 
                Or feels threatened by me... 
                Or thinks I'm a smart ass... 
                Or doesn't like teaching and shouldn't be here... 
        Damn kid.  All he does is play games.  They're all alike.  

        And then it happened... a door opened to a world... rushing through 
the phone line like heroin through an addict's veins, an electronic pulse is 
sent out, a refuge from the day-to-day incompetencies is sought... a board is 
found. 
        "This is it... this is where I belong..." 
        I know everyone here... even if I've never met them, never talked to 
them, may never hear from them again... I know you all... 
        Damn kid.  Tying up the phone line again.  They're all alike...  

        You bet your ass we're all alike... we've been spoon-fed baby food at 
school when we hungered for steak... the bits of meat that you did let slip 
through were pre-chewed and tasteless.  We've been dominated by sadists, or 
ignored by the apathetic.  The few that had something to teach found us will- 
ing pupils, but those few are like drops of water in the desert.  

        This is our world now... the world of the electron and the switch, the 
beauty of the baud.  We make use of a service already existing without paying 
for what could be dirt-cheap if it wasn't run by profiteering gluttons, and 
you call us criminals.  We explore... and you call us criminals.  We seek 
after knowledge... and you call us criminals.  We exist without skin color, 
without nationality, without religious bias... and you call us criminals. 
You build atomic bombs, you wage wars, you murder, cheat, and lie to us 
and try to make us believe it's for our own good, yet we're the criminals.  
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        Yes, I am a criminal.  My crime is that of curiosity.  My crime is 
that of judging people by what they say and think, not what they look like. 
My crime is that of outsmarting you, something that you will never forgive me 
for.  

        I am a hacker, and this is my manifesto.  You may stop this individual, 
but you can't stop us all... after all, we're all alike.  

                               +++The Mentor+++   

The text was reprinted in Phrack 14 “in honor and sympathy for the 
many phreaks and hackers that have been busted recently by the Secret 
Service”. If you’d like to read more about those times, I’d recommend a great 
book: Underground, by Suelette Dreyfus & Julian Assange. You can download 
it from here: 
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=4&page=1

  

Now let’s talk about you becoming a hacker. First you must become 
paranoid. 
1. You shall tell to no one you’ve started hacking, not even to your mother or 
friends. You may pass the word only if you really thrust your buddies (don’t 
ever thrust your parents though) and if you’re good enough, that supposedly 
if FBI was to take your PC from home, they wouldn’t be able to discover 
anything incriminating on it. They also shouldn’t be able to discover anything 
incriminating in your house. Don’t buy hacking books and put them in your 
fucking library. Don’t write passwords on piece of papers etc. 
2. You shall change your ISP as often as possible. 
3. You shall encrypt your conversations if they’re related to hacking. Instead 
of Yahoo Messenger, AIM, ICQ or whatever IM program you use, try gaim 
with the OTR plugin. 
For gaim: http://gaim.sourceforge.net/

 

For OTR (Off-The-Record): http://www.cypherpunks.ca/otr/

 

Only connect to IRC servers that support SSL (Secure Sockets Layer). Here’s 
an article about how to add SSL support to MIRC: 
http://www.absolom.ro/index.php?name=News&file=article&sid=3

 

Encrypt you’re e-mails with GnuPG. 
http://www.gnupg.org/(en)/download/index.html

 

Find other anonymity tools here: 
http://www.absolom.ro/index.php?name=Sections&req=listarticles&secid=7

 

4. You shall use encrypted partitions to store your hacking files (even for this 
tutorial). 
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=61&page=1

 

5. You shall leave no open ports on your computer. You shall use a powerful 
firewall and antivirus. 
6. You shall encrypt your swap file. 
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=61&page=1

 

7. You shall never delete files rather than wipe them. 
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=61&page=1

 

8. You shall never use Telephone, Mobile Phone or VoIP to discuss about 
hacking. 
9. I f possible, you shall connect to the internet through a Wi-Fi or Bluetooth 
hotspot, or using a WLAN gateway you hacked by war driving, or from an 

http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=4&page=1
http://gaim.sourceforge.net/
http://www.cypherpunks.ca/otr/
http://www.absolom.ro/index.php?name=News&file=article&sid=3
http://www.gnupg.org/
http://www.absolom.ro/index.php?name=Sections&req=listarticles&secid=7
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=61&page=1
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=61&page=1
http://www.absolom.ro/index.php?name=Sections&req=viewarticle&artid=61&page=1
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Internet Cafe, or using another’s man internet connection and maybe his 
computer too. 
10. You shall have a quick way to destroy your data. Watch The Broken 
Episode 3 – return of thebroken for a nice one. 
http://videos.revision3.com/thebroken/thebroken3.avi

 

or 
http://www.archive.org/download/thebroken3/thebroken3.avi

  

With time you’ll be able to think about more paranoid things like those 
I just mentioned. Never be too lazy to actually use them.                                        

http://videos.revision3.com/thebroken/thebroken3.avi
http://www.archive.org/download/thebroken3/thebroken3.avi
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== WHOIS Databases ==   

Let’s choose a target for our hacking adventure (you paranoid freak). 
You may want to make it legal so request approval from the target to try 
hacking it. You probably won’t receive it so try anyway (just joking, don’t sue 
me please).   

For the first chapters our target will be NASA Ames Research Center. 
Our evil thought will be to hack any of their severs accessible from the 
internet, and then get access to any of their internal networks. I f you just 
wanted to deface their website, the start would have been to open it in your 
browser. 


