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Abstract

IntrusiondetectiorsystemglDSs)attemptto identifyat-
tacks by comparingcollecteddatato prede nedsignatues
knownto be malicious(misuse-basetDSs)or to a model
of legal behavior(anomaly-basedDSs). Anomaly-based
appmoacdeshavethe advantaye of beingableto detectpre-
viouslyunknownattads, but they sufer from the dif culty
of building robustmodelf acceptabléehaviorwhich may
resultin a large numberof falsealarms. Almostall current
anomaly-basedhtrusion detectionsystemglassifyan in-
puteventasnormalor anomalousdy analyzingits featuies,
utilizing a numberof differentmodels A decisionfor anin-
puteventis madeby aggregatingtheresultsof all employed
models.

We haveidenti ed two reasondor the large numberof
falsealarms,causedby incorrectclassi cation of eventsin
currentsystemsOneis the simplisticaggregationof model
outputsin the decisionphase Often, only the sumof the
modelresultsis calculatedand compaed to a threshold.
The other reasonis the lack of integration of additional
informationinto the decisionprocess. This additional in-
formationcan be relatedto the models,sud as the con -
dencein a models output,or can be extractedfrom exter
nal sources. To mitigate theseshortcomingswe propose
an event classi cation schemethat is basedon Bayesian
networks. Bayesiannetworksimprove the aggregation of
differentmodeloutputsand allow oneto seamlesslyncor-
porate additional information. Experimentalresultsshow
that the accuracy of the eventclassi cation processs sig-
ni cantly improvedusingour proposedapproad.

1 Intr oduction

Intrusiondetectiorcanbede ned astheprocesof iden-
tifying maliciousbehavior thattargetsa network andits re-
sourceslntrusiondetectiorsystemsave traditionallybeen
classi ed as either misuse-basedr anomaly-based Sys-

temsthatusemisuse-basettchniquesontaina numberof
attackdescriptionsor “signatures'thatarematchedagainst
a streamof auditdatalooking for evidenceof the modeled
attacks. The audit datacan be gatheredrom the network
[18, 25], from the operatingsystem[7, 17], or from appli-
cation[23] log les. Signature-baseslystemshave thead-
vantagethatthey usually generatdiew falsepositives(i.e.,
incorrectly agging aneventasmaliciouswhenit is legiti-
mate).Unfortunatelythey canonly detecthoseattackghat
have beenpreviously speci ed. Thatis, they cannotdetect
intrusionsfor which they do nothave a de ned signature.

Anomaly-basedechniquesfollow an approachthat is
complementaryvith respecto misusedetection.Theseap-
proachesely on models,or pro les, of the normalbeha-
ior of userg[4, 8], applicationg5, 26] andnetwork trafc
[10, 14, 15]. Deviationsfrom the establishednodelsare
interpretedasattacks.Anomalydetectionsystemdave the
adwantagehatthey areableto identify previously unknown
attacks.By de ning an expectednormalstate,any abnor
malbehaior canbedetectedwhetherit is partof thethreat
modelor not. This capabilityshouldmake anomaly-based
systems preferredchoice. However, the advantageof be-
ing able to detectpreviously unknavn attacksis usually
paidfor in termsof a large numberof falsepositives. This
canmake the systemunusableby ooding andeventually
desensitizinghe systemadministratomwith large numbers
of incorrectalerts.

We have identi ed two main problemsthat contrilbute
to the large numberof false positives. First, the decision
whetheran event shouldbe classi ed asanomalousor as
normal is madein a simplistic way. Anomaly detection
systemsusually containa collection of modelsthat eval-
uate different featuresof an event. Thesemodelsreturn
an anomalyscoreor a probability value that re ects the
“normality’ of this eventaccordingto their currentpro les.
However, the systemis facedwith the task of aggregat-
ing the differentmodel outputsinto a single, nal result.
The dif culty is the fact that this aggreationis not easy
to perform, especiallywhenthe individual model outputs



differ signi cantly. In mostcurrentsystemsthe problem
is solved by calculatingthe sum of the outputsand com-
paringit to a staticthreshold.The disadwantageof this ap-
proachis thefactthatthis thresholdhasto be smallenough
to detectmaliciouseventsthat only manifestthemselesin
a singleanomaloudeature(i.e., only one modeloutputsa
high valueindicatingmaliciousbehaior). This canleadto
falsepositives,becauseventswith mary featureghatdevi-
ateslightly from thepro le mightreceveaggreatedscores
thatexceedthethreshold.

The second problem of anomaly-basedsystemsis
that they cannotdistinguishbetweenanomalousbehaior
causedby unusualbut legitimate actionsand actiity that
is the manifestationof an attack. This leadsto the situa-
tion whereary deviation from normalbehaior is reported
assuspiciousignoringpotentialadditionalinformationthat
might suggesbtherwise. Suchadditionalinformationcan
beexternalto thesystemyrecevedfrom systemhealthmon-
itors (e.g.,CPU utilization, memoryusage processstatus)
or otherintrusiondetectionsensors.Considerthe example
of anIDS thatmonitorsa web sener by analyzingthe sys-
temcallsthatthe sener processnvokes.A sudderjumpin
CPuUoutilizationandacontinuousncreasef thememoryal-
locatedby the sener processancorroboratehe beliefthat
a certainsystemcall containstracesof a denial-of-service
attack. Additional informationcanalsobe directly related
tothemodels suchasthecon dencein amodeloutput.De-
pendingonthesite-speci cstructureof inputeventscertain
featuresmight not be suitableto distinguishbetweenegiti-
mateandmaliciousactiity. In sucha casethecon dence
in theoutputof themodelbasednthesefeatureshouldbe
reduced.

We proposeto mitigate the two problemsdescribed
above by replacingthe simple, threshold-basediecision
processwith a Bayesiametwork Insteadof calculatingthe
sum of individual modeloutputsand comparingthe result
to a threshold,we utilize a Bayesiandecisionprocessto
classifyinput events. This processallows usto seamlessly
incorporateavailableadditionalinformationinto the detec-
tion decisionandto aggreyatedifferentmodeloutputsin a
moremeaningfulway. The contribution of this paperis the
descriptiorof thisdecisionprocessanovel methodof event
classi cationin anomaly-basethtrusiondetectiorsystems.
Experimentatesultscon rm thatourapproaclis capableof
signi cantly reducingthe numberof falsealarms.

The paperis structuredasfollows. Section2 provides
backgroundnformationon Bayesiannetworksto help the
readerin understandinghe restof the paper Section3 de-
scribesrelatedwork and discussegprevious efforts to uti-
lize Bayesiartechniquedor intrusiondetection.Section4
introducesour approachof Bayesianevent classi cation.
Sectiorb describeshesystemmplementatiorandprovides
detailsof the underlyinganomaly-basedhodels.Section6

shaws experimentakesultsthatcon rm thatour solutionis
moreaccuratei.e., reportsfewer falsealerts)thanprevious
approachedrinally, Section7 brie y concludes.

2 BayesianNetworks

A Bayesiametwork is usedto modela domaincontain-
ing uncertainty9, 13). It is adirectedagyclic graph(DAG)
whereeachnoderepresenta discreterandomvariable of
interest. Eachnodecontainsthe statesof the randomvari-
able that it representsand a conditional probability table
(CPT). TheCPTof anodecontaingrobabilitiesof thenode
beingin a speci ¢ stategiventhe statesof its parents.The
parent-childrelationshipbetweemodesin a Bayesiamet-
work indicatesthe directionof causalitybetweerthecorre-
spondingvariables.Thatis, the variablerepresentetyy the
child nodeis causallydependenbntheonesrepresentety
its parents.

Considerthe following examplewhere a farmerhasa
bottle of milk thatcanbe eitherinfectedor clean.Shealso
hasatestthatcandeterminewith ahigh probabilitywhether
themilk is infectedor not (i.e., theoutcomeof thetestis ei-
therpositive or negative). This situationcanbe represented
with two randombooleanvariablesjnfected  andpos-
itve . Thevariableinfected is truewhenthemilk is
actuallyinfectedandfalseotherwise.The variableposi-
tive is truewhenthetestclaimsthatthe milk is infected
andfalsewhenthe outcomeof the testis negative. Note
thatit is possiblethatthe milk is cleanwhenthetesthasa
positive outcomeandvice versa.
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Figure 1. Bayesian Network and CPTs

A possibleBayesiannetwork that modelsthis situation
is shavn in Figure1l. Thetwo randomvariablesarerep-
resentedas two nodesin the network. It is assumedhat
thefarmerknowsthe CPTfor thevariablepositive |, that
is, the probability of a positive resultgiventhatthe milk is



infectedand the probability of a positive testresultgiven
thatthe milk is clean.Shealsoknowsthe CPT for the vari-
ableinfected , which statesthe probability that a bot-
tle containsinfectedmilk. Thearrowv from theinfected

to thepositive  nodeindicatesa causalrelationshipbe-
tweentherespectre variables.In this case we expectthat
the outcomeof thetestis dependentn thetrue stateof the
milk (infectedor clean). Variableswithout parentsare not
in uenceddirectly by othervariables.

The nodethatrepresentshe outcomeof the testin Fig-
ure 1 is often calledan informationvariable. The stateof
thesevariablesare usually given or canbe measuredn a
straightforwardmanner The nodethatrepresenttheactual
stateof the milk is calleda hypothesisrariable. The states
of suchvariablescannotbe obtainedmmediately The pur-
poseof a Bayesiametwork is to allow oneto calculatethe
probability of the hypothesivariable(s)giventhe evidence
gatheredrom information variables. In our example,the
farmermight wantto calculatethe probability thatthe milk
is infectedgivena positive testresult. By enteringthe evi-
dencele.g.,positive  istrue)into the Bayesiametwork,
theprobabilitythatinfected  istruecanbederived. The
numericalvaluefor this probability, calledthe a-posteriori
probability given the supportof the obsened evidence,is
0.33. Intuitively, one would expecta highervalue, espe-
cially whenconsideringhatthetestis very accurate How-
ever, the low initial probability of the milk beinginfected,
calledthe a-priori probability beforeany obsenationsare
made explainsthisresult.

In the domainof intrusiondetection informationnodes
are associatedvith measurableropertiesof input events
or correspondingnodel outputs. The hypothesisnodeis
a classi cation that determinesthe state of the event —
whetherit is anomalour not.

3 RelatedWork

Axelsson[1] wrote a well-known paperthat usesthe
Bayesianrule of conditional probability! to point out the
implicationsof thebase-atefallacyfor intrusiondetection.
Similar to our examplewith theinfectedmilk in the previ-
oussectionheobsenedthatthepositive resultof averyac-
curatetest(suchasthetestfor infection)doesnot necessar
ily imply a high probability of the hypothesis/ariableto be
true (i.e., the milk to be actuallyinfected). For the domain
of intrusiondetectionthis nding meanghateventestsor
modelsthatidentify maliciouseventsvery accuratelymay
raisemary falsealarmsbecausehe a-priori probability of
an attackin the input datastreamis usuallyvery low. Al-
though Axelssons paperis only remotely relatedto our

1The Bayesiarrule of conditionalprobability is given asp(B jA) =
p(AJI?/ir)J(B)
5 .

work throughthe applicationof Bayesianprobability the-
ory, it clearly demonstratethe dif culty and necessityof
dealingwith falsealarms.

Several researcherbiave adaptedideasfrom Bayesian
statisticsto createmodelsfor anomaly-basedDSs. In
[16], a behaior model is introducedthat usesBayesian
techniquesto obtain model parametersvith maximal a-
posterioriprobabilities. In [6], a modelis presentedhat
simulatesanintelligentattacler usingBayesiartechniques
to createa planof goal-directedactions.Theirwork is sim-
ilar to oursto the extentthat Bayesiarstatisticsis applied.
Theirwork differsfrom ourapproactbecausé usesBayes'
ruleto optimizeor createmodelswhile we utilize Bayesian
networksto classifyeventsbasedn modeloutputsandad-
ditionalinformationfrom the ervironment.

Two anomaly-basedDS have beenproposedthat use
nave Bayesiannetworks to classify input events based
on the output of several models. A nave Bayesiannet-
work is a restrictednetwork that hasonly two layersand
assumesompleteindependencdetweenthe information
nodes(i.e., therandomvariablesthat canbe obsened and
measured). Theselimitations resultin a tree-shapeadhet-
work with a single hypothesisnode (root node) that has
arrowns pointing to a numberof information nodes(child
nodes).All child nodeshave exactly oneparentnode,that
is, theroot node,andno othercausalrelationshipbetween
nodesare permitted. In [24], a ndve Bayesiannetwork
(shown in Figure2) is employedto performintrusion de-
tectionon network events. In [19], a systemis described
thatdetectanaliciousproxylets(executablecode)in active
networks.

Unfortunately the classi cation capability of a nave
Bayesiannetwork is identicalto a threshold-basedystem
that computesthe sum of the outputsobtainedfrom the
child nodes.This is dueto the factthatall models(i.e., the
child nodes)operateindependentlyand only in uence the
probability of the root node. This single probability value
at the root node can be representedby a thresholdin tra-
ditional approaches.In addition, the restrictionof having
asingleparentnodecomplicateghe incorporationof addi-
tional information. This is becauseariablesthatrepresent
suchinformationcannotbelinkeddirectly to thenodesep-
resentinghe modeloutputs.

Alternatively, we proposean event classi cation that
males full useof Bayesiannetworks. This allows usto
modelintermodeldependencie@.e.,droppingtheassump-
tionsof independenthild nodesyandto integrateadditional
datasuchasmodelcon dence(i.e.,droppingtherestriction
of atmostasingleparentode).Ourexperimentshaov that
theseextensionsmprove thequality of thedecisionprocess
andsigni cantly reducethe numberof falsealarms.
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Figure 2. Na've Bayesian Network

4 SystemDesign

Given an ordered stream of input events S =
fer;e;::: g, thetaskof theeventclassi cationmechanism
is to decidefor eache; 2 S whetherit is normalor anoma-
lous. This decisionis basedn the outputsf o;ji = 1:::kg

informationl . Eachmodelm; 2 M analyzeneor more
featureqor propertiespf agiveninputeventandcompares
the event's feature(s)o the model's previously established
pro le (i.e., the descriptionthat speci es the normal fea-
turesor properties). The result of this comparisonis the
outputvalueg; thatcharacterizethedeviationof theevent's
featuresfrom the expected normal’ values,onefor eachof
thek models.Therestrictionof asinglereturnvalueo; per
modeldoesnot resultin a lossof generality Every model
thatreturnsmorethat oneresultcanbe easilyrepresented
by multiple logical models,eachreturninga singleoutput.

Given thesede nitions, the event classi cation can be
de ned more formally as a function EC that, for a cer
taininput evente, acceptsasparametershe corresponding
modeloutputsf g;ji = 1:::kg andadditionalinformation
| . Theresultof theeventclassi cationfunctionis a binary
valuethatidenti es the input evente asnormalor anoma-
lous. Thatis, for a certainevente, the eventclassi cation
functionE C is de ned asfollows.

EC(01;0z;:::;0; 1) = fnormal anomaloug (1)

In mostcurrentanomaly-basethtrusion detectionsys-
tems,EC is a simple function that calculatesthe sum of
theo; valueg(oftenreferredto asanomalyscoresandcom-
paresthe resultto a threshold,representedby | . Thatis,
E C is de ned asfollows.

P
:<=10i '

K
i=1 G > |

eisnormal:
e is anomalous

(@)

We proposéo replacethis simplesummatiorschemeby
a Bayesiannetwork. Our network consistsof a root node
(i.e., hypothesisnode)that represents variablewith two
statespamelynormalandanomalousln addition,weintro-
duceonechild nodefor eachmodelto capturethe model's
respectie outputsf g;ji = 1:::kg. Theroot nodeis con-
nectedo eachchild node,re ecting thefactthatthe model
outputsdependon theinput event— thatis, the outputsare
expectedto be differentwhentheinput eventis anomalous
andwhenit is normal.

Dependingonthedomain,causaldependencielsetween
modelsareidenti ed and appropriatdinks areintroduced
into the network. Undercertaincircumstancest is possi-
ble thatthe outputsof two modelsarecorrelated.This can
beassimpleasa positive or a negative correlation(i.e.,one
anomaloudeaturemalesit moreor lesslikely thatanother
oneis alsoanomalous)hut couldalsobemoresophisticated
suchasthe situationwherethe valueof a certainfeaturein-
dicateghatthequality of atestperformedoy anothemodel
is reduced.Section5 shavs examplesof modeldependen-
ciesthatwe have identi ed for our intrusiondetectionsys-
temandSection6 presentexperimentalesultsthatdemon-
stratethatincorporatingdependencieseduceshe number
of incorrectclassi cations.

Additional information sources might indicate that
anomalousehaior is in factlegitimate or might support
the decisionthatthe hostis underattack. This couldbein-
formationfrom otherintrusiondetectionsystemsr system



healthmonitors(e.g.,CPU utilization, memoryusage pro-
cessstatus) An importantpieceof additionalinformationis
the con dencevalueassociatedavith eachmodel. Depend-
ing ontheinput eventsthatareutilized for establishinghe
pro le, acertainfeaturemight notbeverysuitableto distin-
guishbetweenrattacksandregularbehavior. It might bethe
casethatthe samevaluesof afeatureappeain bothregular
behaior andattacksor thatthevarianceof a featureis very
high. In thesesituationsit is usefulto reducethein uence
of the modeloutputon the nal decision. The con dence
in the outputof amodelis anindicationof the expectedac-
curag of this model. In our Bayesiametwork, eachmodel
con denceis representetdy a nodethatis connectedo its
correspondingnodelnode.Notethattheseadditionalnodes
requirea non-nave network becauseeachmodelnodehas
atleasttwo parentnodegtherootnodeandthe correspond-
ing con dencenode). Section5 discusseshe modelsthat
we utilize for our intrusiondetectionsystemand provides
detailsabouttheir con dencelevels.

Another possibility is to model dependenciebetween
eventsin theinput stream. Attackstendto manifestthem-
selesin burstsof suspiciousevents.Thereforejt mightbe
usefulto includea nodein the Bayesiametwork thatkeeps
track of recentanomalies.However, this extensionhasnot
beenimplementedandis left for futurework.

5 Systemimplementation

We have implementedanintrusiondetectionsystenthat
analyzesoperatingsystemcalls to detectattacksagainst
daemorapplicationsandsetuidprogramsn machinesun-
ning Linux or Solaris. In contrastto the work by Forrest
[5, 26], we do not performdetectionon a sequencef sys-
temcallsbut onindividual systencallsandtheirarguments.
Eachsystemcall invocationperformedby a monitoredap-
plicationis translatednto aninput event, representethy a
featurevector A featurevectorcapturesnformationspe-
ci ¢ to eachsystemcall suchasthe systemcall numberits
returncode,andits arguments(suchas le systempaths,
modebit- elds, anduser/processredentials).

Thefeaturevectorsenesasinputto theanalysigprocess
of theanomalydetectiormodels.Eachmodelevaluateone
or morefeaturesof theinput eventandoutputsa valuethat
re ects the deviation of this event's featuresfrom its pro-
le. We have developedfour different models,described
belovr in moredetail,thatanalyzendividual systemcall ar-
gumentgalsocalledsystencall parameters)Threemodels
areparticularlydesignedo characterizdeaturesof string-
type parameterswhile one canbe usedfor arbitraryargu-
menttypes. For every monitoredsystemcall, we bind a
numberof modelsto eachof its alguments.

The task of the event classi cation processs to deter
mine whethera certainsystemcall is anomalousgiventhe

outputsof the individual modelsfor all alguments.A sim-
ple event classi er was implementedthat aggreyatesthe
modeloutputsand compareghe resultto a threshold. We
alsoimplementedour proposedBayesianevent classi ca-
tion schemeandobseredasigni cant decreasé thenum-
berof falsealarms.

In orderto provide a suitableinput eventstreamon mul-
tiple platforms,a modularevent provider architecturevas
createdo abstractway theplatform-speci cdetailsof sys-
temcall logging. We implementeda Linux auditingfacility
that corvertsSnare[21] auditdatainto featurevectorsand
a tool that offers a similar functionality for Solaris' Basic
SecurityModule (BSM) [3].

5.1 Models

This sectionbrie y describesour underlying models
with their detectionmechanismsand motivateswhy our
chosercharacterizatiois useful.In thefollowing sections,
we discusshe modelcon denceandthe dependenciebke-
tweenmodelsintroducedn our system.

String Length

In mary casesthe lengthof a string canbe usedto detect
anomalousnput. Systemcall agumentstringsare usually
relatively shortand human-readable However, the situa-
tion might look differentwhenmaliciousinput is present.
For example,to over ow a buffer, it is often necessaryo

ship the shell code and additionalpadding,dependingon

thelengthof thetarget. As a consequence stringcancon-

tain up to several hundredbytes. The goal of this model
is to approximateheactualbut unknavn distribution of the

lengthsof astringargumentanddetectinstanceshatsignif-

icantly deviatefrom the obsenednormalbehaior. Clearly,

we cannotexpect that the probability density function of

theunderlyingrealdistribution follows a smoothcurve. We

alsohave to assumehatit hasa large variance.Neverthe-
less,themodelis ableto identify signi cant deviations.

Character Distrib ution

The charactedistribution modelcaptureshe conceptof a
“normal’ systencall parametestringby looking atits char
acterdistribution. It is basedon the obsenationthat regu-
lar stringscontainmostly printable,human-readablehar
acters.A large percentagef characterén thesestringsare
drawn from a small subsetof the 256 possible8-bit values
(mainly from letters,numbers,and a few specialcharac-
ters). Likein Englishtext, the charactersarenot uniformly
distributed, but occurwith differentfrequenciesThe anal-
ysisis basedonly on the frequeng valuesthemselesand
doesnot rely on the distributions of individual characters.
Thatis, it doesnot matterwhetherthe charactemwith the



mostoccurrencegsan'a' ora @. Foraregularparameter
onecanexpectthatthe sorted relative frequenciesslowly
decreas@é value.In caseof manifestationsf attacks how-
ever, thesefrequenciecandrop extremelyfast(becausef
a peakcausedyy a very high frequeng of a singlecharac-
ter) or barely(in caseof anearlyuniformcharactedistribu-
tion). The ‘normal’ charactedistribution is determinedas
the averageof the charactedistributionsof the stringsen-
counteredduring the training phase.The modeloutputfor
anew stringinstances calculatedisingthe Pearson 2-test
statisticaltest[2] that estimateghe similarity of the new
characteristribution to the one derived asthe averageof
thetrainingset.

Structure

Oftenthemanifestatiorof anexploit isimmediatelyvisible
asunusuallylong strings,or asstringsthat containrepeti-
tionsof non-printablecharactersSuchanomaliesareeasily
identi able by thetwo mechanismsexplainedabore. There
are situations,however, when an attacler is able to craft
herattackin a mannerthatmakesthe manifestatiorappear
more regular  For example,to exploit a vulnerability; it
mightnotbenecessarto injectlongchunksof exploit code.
As anotherexample repetitionsof non-printablecharacters,
oftenfoundin thesledof abuffer over ow, canbereplaced
by constructghat behare similarly but containonly print-
ablecharacters.

In suchsituations|t is necessaryo usea moredetailed
modelof the string thatshavs the traceof the attack. This
modelcanbe acquiredby analyzingthe string's structure.
For our purposesthe structureof a parametemeansthe
regular grammarthat describesall its normal, legitimate
values. When structuralinferenceis appliedto a set of
strings, the resulthasto be a grammarthat can derive at
leastall trainingexamples.Unfortunatelythereis nosingle
grammathatcanbeuniquelyde nedfor asetof sampldn-
puts. Whenno negative examplesaregiven (i.e., elements
that shouldnot be derivable by the grammar),it is always
possibleto createeitheragrammaithatcontainsexactly the
training dataor a grammarthat allows oneto derive arbi-
trary strings. The rst caseis calledover-simpli cation, as
theresultinggrammaris only ableto derive the learnedin-
put without providing ary level of abstraction.This means
that no new informationis deduced.The secondcaseis a
form of over-generalizationalthoughthe grammaiis capa-
ble of producingall possiblestrings,thereis no structural
informationleft.

The basicapproachusedfor our structuralinferenceis
to generalizethe grammaraslong asit seemso be ‘rea-
sonable'andstopbeforetoo muchstructuralinformationis
lost. The notion of reasonablgeneralizations formalized
usinghiddenMarkov modelsandBayesiamprobability[22].

The outputvalue of this modeldependon whethera new
input stringcanbederivedfrom thegrammauror not.

Token Finder

The purposeof the token nder model is to determine
whetherthe valuesof a systemcall parameterare dravn

from alimited setof possiblealternatves(i.e., they areto-

kensor elementsof an enumeration). An applicationof-

ten passesdenticalvaluesvia APIs, suchas ags or han-
dles. When an attackchangeshe normal o w of execu-
tion andbranchesnto maliciouslyinjectedcode,suchcon-

straintsareoftenviolated. Whenno suchenumeratiorcan
beidenti ed in thetrainingdata,it is assumedhatthe val-

uesarerandomlydrawn from theargumenttype's valuedo-

main(i.e.,randomvaluesfor every systemcall). Thetoken

nder techniquecanbe appliedto arny parametetype, but

it is mostlyusedfor numericalvalues.In casethatthemon-

itored valuesaretokensdravn from anenumerationgvery

new valueis expectedto appeatin the setof known identi-

ers. Otherwisethetoken nder cannotprovide ary useful
information.

5.2 Model Con dence

The con dence that the systemhasin the output of a
model shouldbe animportantfactorin the event classi -
cationprocess.Whena modelclaimsa high con dencein
its output,this model'sanomalyscoreshouldclearlyhave a
higherimpactonthe nal decisionthanthescoreof amodel
thatcanonly provide low-con denceinformation. In tradi-
tional systemsthe con denceis oftenneglectedor approx-
imatedwith staticweights. Whena modelis expectedto
producemoreaccurateresults,it recevesa highera-priori
weight. However, thisis not sufcient, asthecon dencein
amodelcanvarydependingnthetrainingdatausedto cre-
atethecorrespondingro le. Considerfor example theto-
ken nder model. Whenthis modeldetectsanenumeration
duringthelearningphaseits anomalyscoresareconsidered
highly accurate Whenrandomidenti ers areassumedthe
anomalyscoreis not meaningful. With staticallyassigned
weights thisdistinctioncannotoe made.Althoughit is pos-
sibleto choosébetweertwo staticweightsin thecaseof the
token nder, the situationbecomesnore complicatedwith
othermodels.Therefore aseamlesitegrationof dynamic
weightsthatarecalculatedafterthe training phaseis desir
able.

We takethemodelcon dencesnto accounty including
a con dencenodefor every model. Eachcon dencenode
in the Bayesiametwork hasalink to thenodewhichrepre-
sentsits correspondingnodel. The conditionalprobability
tablesare adjustedso that the model output hasa signi -
cantin uence on thedecisionwhenthe con denceis high-
estandnoin uence onthe nal resultwhenthecon dence



UoTE6E () %&

%) %)

+ P 1H3 REHE S %

%) %)

4T 1H#3 RUEMES %

9 5108

+ P 1#3 REHE S %

+ 01228 /178 %

6.7) %'8 %M. )#

%) %)

6., 7) %'8%. ) #

Figure 3. Bayesian Network for open and execve System Calls

is lowest. The modelcon denceis representeds one of

vediscretdevels: very high, high, medium,Jow andnone.
Whenmodelscreatetheir pro les of normalbehaior, the
varianceof the input training datais evaluated. Whenthe
varianceof the analyzedfeatureis high, a low con dence
value is assumed.When a small, coherentset of feature
valuesis obsenedduringthetraining,the con dencein the
correctnessf themodeloutputis high.

5.3 BayesianNetwork

Figure 3 shaws the structureof the Bayesiannetworks
for theopen andexecve systemcall. Both systemcalls
havetwo parameterandaremonitoredby ourintrusionde-
tection system. The three string models (String Length,
CharacterDistribution and Structure)are attachedto the
rst stringparametef le pathandnamein the caseof the
open call, executionargumentsn the caseof theexecve
call). Thetoken nder is attachedo the numericalparame-
terin the caseof theopen call (mode ags) andto another
string parametein caseof the execve call (programim-
ageexecuted). Similar but simpler networks are usedfor
othermonitoredsystemcalls that have only a single argu-
ment. A differentBayesiametwork instanceis utilized for
every systemcall; however, mostof thesenetworkshave an
identicalstructure.

In addition to the structureof the Bayesiannetworks,
conditional probability tables (CPTs) were speci ed for
eachnode. We usedour domain-speci cknowledgeto es-
timateappropriatgprobability valuesfor the varioustables.
For eachnode,onehasto provide the probabilitiesfor all
statesof the correspondingrariable, conditionally depen-

dent on the statesof all parentnodes. When a suitable
structureof the network is chosen theseprobabilitiesare
mostly intuitive andcanbe determinedn a sufciently ac-
curateway by adomainexpert. Notethatwe have nottuned
the CPTsin any way for our experimentsThe probabilities
wereselectedeforetheevaluationwasstartedcandwerenot
modi ed thereafter

The outputof the modelsis a real valuein the interval
[0,1] that describesthe deviation of the input event fea-
ture(s)from the pro les. This valueis mappedonto one
of ve possiblestatesassociatedvith eachmodelnodein
the network. The mappingof a continuousfunction out-
putontoanumberof differentstateds calleddiscretization
This processs requiredto keepthe CPTsof the Bayesian
network manageableandto allow ef cient calculationsof
the probabilitiesat the hypothesisnodes.As shovn in Ta-
ble 1, modeloutputscloseto zeroindicatenormalfeatures
while outputscloseto oneindicateanomalou®nes.

AnomalyScoreRange | Level

[0:00; 0:50) Normal

[0:50; 0:75) Uncommon
[0:75; 0:90) Irregular

[0:90; 0:95) Suspicious
[0:95; 1:00] Very Suspicious

Table 1. Anomal y Score Intervals

The Bayesiametwork in Figure3 shaws the two model
dependenciethatwe have introducedfor our intrusionde-
tection system. One dependeng connectsthe node cor-



respondingo the outputof the string length modelto the
quality of the characterdistribution (which is also in u-
encedby the con dencein the outputof the characteris-
tribution). The mediatingnode Char Distribution
Quality ' in ournetwork expressesheideathatthe qual-
ity of the anomalyscorecalculatedby the charactedistri-
butionis not only dependentn the “a-priori' con denceof
themodelin the quality of its pro le, but alsoonthelength
of the string that is currently analyzed. When this string
is very short,the quality of the statisticaltestthatassesses
the characterdistribution is signi cantly reduced. This is
re ected by theconditionalprobabilitytablesof the "Char
Distribution Quality ' node.

The otherdependengis introducedbetweenthe nodes
representingthe characterdistribution and the structure
model. The reasonis that an “abnormal’ characteristri-
bution is likely to bere ected in a structurethat doesnot
conformto the learnedgrammar This is an exampleof a
simple positive correlationof outputvaluesbetweenmod-
els.

During the analysisphase the output of the four mod-
els and their con dencesare enteredas evidenceinto the
Bayesiametwork. Then,the probabilitiesof the two states
(normal,anomalousgassociatevith therootnode(Clas-
sification ) are calculated. Whenthe probability that
an eventis anomalousds high enough,an alarmis raised.
Note that the requirementhat the probability value being
“high enough'to raise an alarm could be interpretedas
a thresholdas well. However, the differenceis that this
probability value directly expresseghe probability that a
certainevent is an attack, given the speci ¢ structureof
the Bayesiannetwork. The sum of model outputsin a
threshold-basedystem,on the other hand, is not neces-
sarily proportionalto the probability of an eventbeingan
attack. It is possible,dueto the assumptiorof indepen-
denceof modeloutputsandthe potentiallack of con dence
informationin thesesystems that the sum of the outputs
is increasingwhile the probability of an attackis, in fact,
decreasing.

Both the thresholdin a traditional systemand the no-
tion of asufciently high probabilityfor raisinganalarmin
the Bayesianapproachcanbe utilized to tunethe sensitv-
ity of theintrusiondetectionsystem.However, theresultof
theBayesiametwork directly reportstheprobabilitythatan
eventis anomalousgiventhe modeloutputsandthe struc-
ture of the network, while a simple summationof model
outputsis only an approximationof this probability The
differencebetweenthe exact value andthe approximation
is important,andaccountdor a signi cant numberof false
alarmsasshown in Section6.

5.4 BayesianNetwork Library - Smile

We implementedhemodelsaspartof a C++library and
utilized a Bayesianstatisticslibrary called Smile [20], de-
velopedby the Decision SystemsLaboratoryat the Uni-
versity of Pittshurgh, for our event classi cation module.
Smile was the bestchoice amongthe available statistical
softwaregiventhe requirementshat the packagemustim-
plementactual Bayesiannetworks ratherthan performing
Bayesiarstatisticalanalysisandmustprovide a usableAPI
ratherthansolelya GUI.

A problemwith Smile is the fact that the sourceis not
freely available, and that its licensingprecludesone from
usingit in any opensourcesoftware. Therefore we wrote
adapterclassego provide anabstractiorlayer betweerour
modulesand Smile. This allows for Smile's replacement
shouldtheissuesbecomeoo greataliability.

The problemof belief propagation- thatis, the calcula-
tion of probabilitiesat the hypothesishodeswhenevidence
is enterecatinformationnodes-is, in generalNP-hard9].
Despitethisfact,Smileimplementsef cient algorithmsthat
can solve almostall problemsin a reasonablemountof
time. Note alsothat the NP-hardcalculationsneedto be
doneonly once,giventhatthe informationand hypothesis
nodesdo not change In addition,thesecalculationscanbe
doneoff-line. The computationakostduring run-timeto
evaluateparticularvaluesis linearin the numberof nodes
in the network. Our proposedsolutiontakes advantageof
this factasthe setsof informationandhypothesisiodesre-
main static. This allows our systemto analyzea streamof
systemcallsin real-timewithoutincurring noticeablecom-
putationalor memoryoverhead.

6 Evaluation

For thepurpose®f evaluatingour approachwe usedthe
MIT Lincoln Labs1999dataset[11]. Thisdatasetconsists
of a seriesof network paclet dumpsandBSM systemcall
recordswhich have beenwidely usedfor intrusiondetection
systemdevelopmentandevaluation.We useddatarecorded
during two attack-freeweeksto train our modelsandthen
ranthe systemon the completetestdatathatwasrecorded
during the two following weeks. Although several aspects
of theLincoln Labsdatahave beercriticized, it still remains
the mostusedlarge-scaledatasetto evaluateintrusionde-
tectionsystemg12].

Thetruth le providedby MIT Lincoln Labslists all at-
tackscarriedout againsthe network installationduringthe
two weektestperiod. Whenanalyzingthe attacksjt turned
out that mary of thesewerereconnaissancattemptssuch
asnetwork scansor port sweepswhich areonly visible in
the network dumps,anddo not not leave ary tracesat the
systemcall level. Thereforewe couldnot detecthemwith
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ourapproachwhichis limited to theanalysisof systencall
parameters.

Anotherclassof attacksarepolicy violations. This class
of attackscontainsintrusionsthat do not exploit a weak-
nessof the systemitself, but ratherexploit a mistale thatan
administratormadein settingup the accessontrolmecha-
nism. Theseattacksarenot visible to our systemeither as
informationis leakedby "normal’ but unintendediseof the
system.

The mostinterestingclassof attacksare thosethat ex-
ploit a vulnerability in a remoteor local serviceand al-
low anintruderto elevateherprivileges. The MIT Lincoln
Labs datacontainsseveral instancesof attacksthattry to
exploit vulnerabilitiesin four differentprograms:eject
fbconfig , fdformat , andps. Figure4 showsthe Re-
ceiver OperatingCharacteristiqdROC) curvesfor our sys-
tem when monitoring theseapplications. The ROC of a
classi er shaws its performanceasa tradeoff betweense-
lectivity and sensitvity; a curve of the falsepositive rate
versusthe true positive rate is plotted, while a sensitvity
or thresholdparameteis varied. Ideally, a classi er hasa
true positive rate of 1 and a falsepositive rate of 0. The
ROC cune for the Bayesianevent classi er is plotted by
varying the “anomalous'probability value that is required
for an eventto be reportedas an attack. The ROC curve
for the threshold-basedlassi er is determinedby vary-
ing the thresholdthatis comparedo the sum of outputs.
The graphsshow that both classi ers output somefalse
alarmswhen all attacksare correctly detected. However,
the Bayesiamapproacktonsistentlyperformsbetter— when
all attacksarecorrectlydetectedi.e., the true positive rate

is 1), it only reportshalf asmary falsepositives. Note that
the shapeof the curvesarenota consequencef aninsuf-
cient numberof datapoints. The horizontaland vertical
lines containintermediatepoints, re ecting changesn ei-
therthefalsepositive or thetrue positive ratealone.

Whenanalyzingthefalsepositivesraisedby bothclassi-
cation approachesye obsenedthatthe Bayesiarscheme
always reporteda subsetof the falsealarmsraisedby the
threshold-basedechanism. The false positves common
to both mechanismsare causeddy systemcall invocations
thathave algumentswhich signi cantly deviatefrom all ex-
amplesencounteredluring the training phase.This is due
to the factthatthe training datafor theseparticularsystem
calls wasvery homogeneoudgeadingto pro les thatwere
very sensitve to changes.During the detectionphase e-
gitimatesystemcallswith signi cantly differentarguments
were obsened. This resultedin their incorrectclassi ca-
tion.

Thesystemcallsthatwerereportedasanomaloudy the
threshold-basedpproactbut correctlyclassi ed asnormal
by the Bayesiarschemavereinstancesvith shortstringar
guments As explainedin Section5.3, shortstringscansig-
ni cantly in uence the quality of the charactedistribution
model,causingit to reportincorrectanomalies.This prob-
lem is addressethy the Bayesianmnetwork usingthe medi-
ating Char Distribution Quality ' node(seeFig-
ure 3), correctlyevaluatingthesesystemcallsasnormal.



7 Conclusions

In this paper we presentec novel methodfor perform-
ing Bayesiarclassi cationof input eventsfor intrusionde-
tection. We have improved uponthe nave threshold-based
schemedraditionally usedto combine model outputsby
employing Bayesiametworks. This allows usto naturally
incorporatemodel con dence and dependenciebetween
modelsinto the event classi cation process. The exper
imental resultsshav that a signi cant reductionof false
alertswas achiezed. Whenall attacksin our testdataset
aredetectedthe Bayesianeventclassi cationreportsonly
half asmary falsealertsasthe traditionalapproachpased
onthesamemodeloutputs.
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